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NpPOMbILLNEeHHbIN Ethernet-kommyTaTop
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[ IpenmyLlecTsa

Bbicoyanwaa nponyckHas
CNOCOBHOCTb NPV MUHUMANbHbIX
rabapurax

MakcrmMarnbHasa HagéXHOCTb
B CYPOBbIX YC/IOBUAX SKCM/yaTaLun

YBenumyeHHas nponyckHas
CNOCOBHOCTb 3a cUeT
ONTUMN3NPOBaHHOW KOJbLEBOW
TOMOMOrNN

SD-kapTa, Ha KOoTopo

XPaHATCA BCTPOEHHOE
nporpamMmmHoe obecneveHune

N KOHOUrYypaUMOHHbIe NapameTpbl

MNpocToTa 06HOBNIEHUSA
nporpamMmmMHoro obecrneyeHus

Bxoabl ana pesepBHbIX
VNCTOYHMKOB MUTaHNSA

Hannuue BcTpoeHHoro
TepMMHanbHoOro cepsepa RS-232
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OnncaHue

HoBble npombliLneHHble KomMyTaTopbl Ethernet MpoduMoaynb
PT535019 otnnyatoTca BbICOKOW MPOMYCKHOM CMOCOOHOCTBIO

1 KOMMAKTHBIMW rabapuTtamu. bnarofjaps 0TkaszoyCTONUMBOCTY Aaxe

B XKECTKMX YCJIOBMAX IKCMITyaTaUmMm, CTOMKOCTU K Nepenaay Temnepartyp,
BO3AENCTBMAM BIIAXKHOCTM, SNEKTPOMArHNUTHBIX M3/yYEHWUI, MbIN, TPA3N,
BMOPaLMI — AaHHas cepus KOMMYTaTOPOB BbICOKO BOCTpeboBaHa /14
CUCTeM aBTOMATM3aLMM MPOMBILLINEHHbBIX OOBEKTOB.

HecmoTpA Ha KOMNaKTHbIe pa3Mepbl, KOMMYTaTOPbl MEIOT [1Ba BXOAA
BBOJa/BbIBOA aBAPMMHBIX CUTHANOB W NOAAEPXKKY Pe3EPBHbIX
MCTOYHNKOB NUTaHMA. KommyTaTtopsl [MpoduMoaynb PT535019
npenycMaTprBaIoT BO3MOKHOCTb MNOAKIOUEHNA HOBBIX QYHKLUI

B Oyaylem NpocTo nyTem 0OHOBNEHWA NPOLWNBKK. ITO obecneunsaeTca
33 CYET MCNONb30BaHMNA BbICOKOMPOW3BOAMUTENBHBIX KOMMYTaLIMOHHbIX
YMMNCETOB HOBOTO MOKONEHUA 1 MolHOro ARM-npoueccopa. B kauectse
MPOYHOW OCHOBbI AN1A HTENNEKTYaNlbHOro ynpaenenus Ethernet-ceTbto
MNCMNOJb3yeTCA OnepaLVoHHada cnctema Linux.

XapaKTepUCTUKM

KommyTaTtop Gigabit Ethernet:

+ be3BeHTMNATOPHDBIN KommyTaTop Ethernet
+ Hu3koe sHepronoTpebneHne, sHeproadpdekTnaHbIM Ethernet

« Layer-2+ c peXXxnMom KOMMYTaLIMV MPOMEXYTOUHOTO XpaHeHNA (store-
and-forward)

+ 8192 MAC-aapecoB, aBTomMaTyeckoe obyyeHrie 1 nprpaboTka
- Kanpbl Ethernet ygenuuerHoro pasvepa (Jumbo-Frame) 10240 bant

SHeproaddeKkTnBHbLIN Ethernet:
- EEE (Energy-Efficient Ethernet) B COOTBETCTBUM CO CTAHAAPTOM
IEEE 802.3az

- CokpalleHue sHepronoTpebneHnsa o 80% Ha Kaxkaom nopty RJ-45
B 3aBUCKMOCT OT 3arpy3Kn
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XapaKTepUCTUKM

yﬂpaBﬂeHM@ CeTblO:

- [Nlopoepka BCex pacnpoOCTPaHEHHbBIX CTaHAAPTOB YNpPaBneHua

+ BblcokonpounsBoauTenbHbIn LieHTpanbHbI npoueccop ARM 800 MIy

-« OnepaLnoHHan cnctema Linux ¢ 6bICTPOW 3arpy3Kon

« Web manager (HTTP/HTTPS)

- Telnet/SSH/Console, Bktouasn cTaHAapTHble KOMaHb! (Ping 1 Tak Aanee)

« SNMP v1/v2c/v3 ¢ Mofenbto ynpaBneHusa OCTYNOM Ha OCHOBe LindpoBaHua aaHHbIX View-based Access Control
Model (VACM) 1 User-based Security Model (USM)

- [natdopma UeHTpanmzoBaHHoro ynpasnenus (Cnctema ynpasnenvsa Cepeep/lpodeccronan/CranaapT)
« [IBoWHOM CTeK NnpoTokonos IPv4/IPve
+ MNopgpepxka ckpuntos CLI ana aBTomMat3aumy pyTUHHbBIX NPOLEeCCoB

+ BcTpoeHHoe nporpavmHoe obecneyeHuie, CKPUMTb U KOHOUMYPALIMOHHbIE Gaisibl MOTYT 3arpyKaTbCs, XPaHUTbCA
1 UCMONHATBLCA HEMOCPEeACTBEHHO 13 KOMMYTaTopa

+ BO3MOXHO NMo3aTanHoe 06HOBMEHNE BCTPOEHHOTO MPOrPaMMHOro obecrneveHus
« SD-kapTa ans xpaHeHna KOHOUrypaLUnoHHbIX daitnos, CLI-CKpUnToB, BCTPOEHHOrO NporpaMMHOro obecneyeHns

MopTbl (6a30BbI O/10K):

BocxopAawme/Hncxoaawme KaHanbl (MopTbl Ha 2 cpefpbl):
« 4 SFP-cnotos 100/1000Base-X
+ 4x10/100/1000Base-T (RJ-45)

JlokanbHble NopThbI

+ 9x10/100Base-T (RJ-45) c aBTOCOrNacoBaHem

- ABTOHacTporka MDI/MDI-X ana ncnonb3oBaHmA O4HOPOAHbBIX COeAVHUTENbHbBIX Kabenel
lNogaya NnuTaloLWero HanpPAXKeHnA:

+ 3-X KOHTaKTHbIV pa3bem 3N1eKTPOonUTaHmA (KneMmbl)

KoHconbHbI nopT RS-232 (onuyunoHanbHO KoHBepTep RS-232/422/485 B Ethernet):

- [locnenoBatenbHbI TePMUHANBHBIM MOPT ANA AOCTYNa B KOHCONb ynpasnerua CLI (pazbem Tvna RJ-45)
USB-nopT pacwmpeHnus:

« [InA nogknoyeHna JONONHUTENbHbBIX YCTPOUCTB

KoHTaKTbl aBapuinHown curHanusauyum / MNopTtbl BBOAa/BbIBOAA:

- becnoteHuManbHble LMGPOBbIE MOPTLI BBOAA/BbIBOAA

- 2 BbIxoaa (pene)

- 2 Bxofa (undposble)

MoHTax:

+ BcTpoenHbin oepxatens ana kpennerua Ha DIN-periky (DIN EN 50022)
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[TporpammHoe obecnedeHre KOMMyTaTopa

B ocHoBe apxuTeKTypbl KOMMYTaTOPOB MpoduMopaynb NexxmuT onepaumnoHHas cucTema, pazpaboTtaHHas Ha b6ase
OC Linux. OTKpbITas apx1TekTypa KOMMYTaTOPOB 0beCneunBaeT HeorpaHnyeHHble BO3MOKHOCTY /1A pa3paboTku
NPUKNAAHBIX NPOrpamMm C MPUMEHEHNEM MPOCTOrO B OCBOEHMM A3blKa MporpammupoBanua MicroScript.

MpuknagHble NPorpammbl PacLIMPAT GYHKUMOHaN KOMMYTaTOPOB 1 MO3BONAIOT MCMOMb30BaTh UX B KayecTse
YCTPOWCTB yNpaBneHua pasfinyHbiMK TEXHONOMMYECKMI NpoLeccamu. B ciyyae CIOXHbIX NPUAOXKEHNI,
VICMOMNHAIOWMXCA B MHOTO3a[JauHOM pexmnme, v 1A OpraHn3aummn noab3oBaTeNbCkoro nHTepdenca npeaycmMoTpeHa
BO3MOXXHOCTb CO3[JaHWA NPOrPaMMHbIX MaKeTOB, BKMIOYAOLMX B CEOA HECKONBKO CMOMHAEMBIX MPOrPaMMHbIX
Mofynen.

C uenblo ynpolleHVs pa3BepTbiBaHWA FOTOBBIX C1MCTEM KoMnaHunen 2TEST pa3zpaboTaH roToBbIN HAbOP NPUIOXKEHWI
A9 KOMMYTaTOPOB, Peanun3ayioLnii 60NbWMHCTBO TUMOBBIX MO/b30BATENBCKIX 3a[au.

ApxntekTtypa 10O

MiCcroApps
microApps

OC kommyTaTopa MNpodpuXXX

= Microscript npunoxeHusa
- PacnpocTtpaHsaeTca B B1ae CoOOpaHHbIX NakeToB

microScript

+ CKpUMNTOBbIV A3bIK, PACUMPAOLLMIA BO3MOXHOCTN
NPOrpamMmMrpPOBaHKA

R et =
R et =

« PearvpoBaHue Ha CUCTEMHble COObITMSA

+ YAoOHbI nHTEPdENC NPOrpaMMMpPOBaHNA Yepes

CLI
Be6-060/104Ky

MporpammHble NpunoxeHna Command Line Interface (CLI)

+ TekCToBbI UHTepdeC ynpasneHuns
= JloCTyn KO BCEM CUCTEMHBIM MapaMeTpam

OnepaunoHHasa cnuctema Ha 6ase Linux Agpa
OnepauunoHHas cnctema Linux

CTeKk NpOTOKONOB

[paniBepa ycTponcTs

LINY + AnnapatHaa nnatpopma
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0630p PyHKLMI yrpaBneHns Ethernet

IP-cTek

[BonHOWN cTeK

MapannenbHas 0bpaboTka NpPoToKoNoB IPv4 1 IPV6.

Crek IPv4

Monaepxka IPv4, ARP, DHCP, ICMP. RFC 791 (IPv4), RFC 826 (ARP), RFC 792 (ICMP), RFC 2131 (DHCP)

Crek IPV6

Mopnepxka IPv6, DHCPv6, ICMPv6, NDP. RFC 2460/2464/3484/3513 (IPv6), RFC 2462
(KoHdUrypaums aapeca), RFC 2463 (ICMPv6), RFC 2461 (npoTokon obHapy»keHus coceaei),
RFC 3315 (DHCPv6)

YnpasneHve noptamu

YnpasneHue

OTKNtoYeHe NOPTOB, aNlbTEPHATUBHOE KMMA NMOopTa

Ethernet megpb

ABTOCOIaCoOBaHVEe, CKOPOCTb, ABYCTOPOHHWI PEXIM, YNpaBneHne 0bMeHOM AaHHbIMY,
aBTOHacTporka MDI/MDI-X

Ethernet CKopOCTb, 1BYCTOPOHHMI pexim (duplex mode), ynpaeneHvie 0bMeHOM AaHHbIMM
BOJIOKHO/ SFP (flow-control)
Green IT MuKpocxema yCTpOMCTBa NoAAepKUBaeT sHeproadGekTnsHbI Ethernet
(EEE, Energy-Efficient Ethernet) no ctangapty IEEE 802.3az
BuptyanbHble JIBC (VLAN)
Hencteue Co3paaHue normueckor cTpykTypbl cet (VLAN) Ha 6a3ze dusnyeckon, ocyLiecTnaeTcs

nyTem aobasneHna naeHtndnkatopa srpTtyansHo JIBC (Virtual LAN IDVID) K kaxxaomy
nakety Ethernet. Bxoaauiue nakeTbl GUALTPYIOTCA 1 NEpPeChiNaTca B COOTBETCTBIN C ux VID.
[N Kaxaoro nopTta BO3MOXKHa YCTaHOBKa CleayoLMx pexxnmoB 06paboTku: Access, Hybrid
1 Trunk VLAN. Bo3moxHa punbTpauna Hezasucumbix VLAN 13 Bcero ananasoHa ot 1 go 4095
No OTAENbHOMY YCTPOWMCTBY.

Pexkum Access

[Ina noaKnoueHna KOHEUHBIX YCTPOMCTB 6e3 Noaaep KU paboTkl C Tpaprkom
NpOMapKMpPoBaHHbIM naeHTdrKaTopom VLAN, Torom, HanpumMep, Ans NOAKIYeHNs
nepCcoHanbHOro KoMrbioTepa. Micxoadume Kaapbl He MapKUpYOTCA Teramu. Bxoaauime Kaapbl
MapKMPYOTCA TOOM.

Pexkum Trunk

[na nepepaun VLAN mexay KoMmyTaTtopami. Vicxodauwme Kagpbl BCerga MapK1pyoTca Teramu.
Bxopsume Kagpbl 4ONXHbI ObITb C MapKMPOBKOW Tera. Ecnn Bxoasawmi kagp 6e3 Tera, To
KOMMYTATOP MapKMpyeT ero naeHTudrkatopom «VLAN No ymonuaHuio.

Pexxum Hybrid

[lna ogHOBpeMeHHOM Nepefayn MapKMPOBAHHOMO 1 HEMAPKMPOBAHHOTO TPaduKa
noeHTnorkatopamn VLAN, Taramu, Hanpumep, VolP-TenedoH fomkeH NprHMMaTh Tpaduk

C MapKMPOBKOW T3, @ 338 HYM CTOALLMI NePCOHabHbIN KOMMbIOTED AO/MKEH MPUHUMATL TPAPUK
6e3 MapKMPOBKM T3ra. Vcxoaaume Kafipbl MApKMPYOTCA TeraMi, 3a UCKIIOUeHEM KafIpOB

C 0603HaueHnem naeHTudrKatopa «VLAN no ymonuaHuio». Bxoasume Kafpbl He MapKMpPYyOTCA
Taramu Ana naeHtrdrkatopa «VLAN No yMonuaHuio», BCe 0CTanbHble Kaipbl MapKMPYIOTCA
Taramu.

M3meHeHne
npuoputeTa

MpuopwuTeT VLAN BXOAALLIMX KafpOB MOXeT ObiTb 3aMeHeH, 3afanHHbI B dunstpe VLAN.

Voice VLAN

Maertndmkatop VLAN, ncnonbsyembirt LLDP/CDP ana HazHaueHna VLAN nogkntouerHomy VolP-
TenedoHy.

RSTP VLAN

NpenTnouvkatop VLAN, ncnonb3yemblt ANA PasHbIX SK3eMMIApoM CBA3YIOLIErO AepeBa
(Spanning Tree).
Mapkunposka Teramu BPDU.

HeaBTOpM30BaHHbIN
VLAN

pentndurkatop VLAN Ans yCTPOMCTB NOAK/IOUEHHbBIX K HEABTOPW30BaHHbIM MOPTamM (FOCTEBOM
VLAN).

VLAN ynpasneHus

MpeHTtudumkatop VLAN, MCNONb3yemblli areHTOM YNpaBfieHus.

CraHpapTbl

IEEE 802.1D, IEEE 802.1Q, IEEE 802.1p
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DyHKUMM KOMMYTNPOBAHNA

MoHWTOPWHT NOpTOB

MopT MOHUTOPA 419 NOAKMOYEHNA aHANM3ATOPA CETEBLIX NMPOTOKOOB.
Moanexatinin aHanusy Tpadvk KonmpyeTca Ha NOpPT MOHUTOPA.

Cyetunmkn RMON

17 BCTPOEHHbBIX CYETUMKOB 1A 1€TaNbHOrO aHanm3a Tpaduka 1 AMarHOCTMPOBaHWA NPobnem
B CeTw.

MAC-Tabnuua

JocTyn k Tabnrue MAC-anpecos, 3adrKCMPOBAHHbBIX KOMMYTaTOPOM.
Bo3moxHa GunbTpaumsa no Kaxkaomy nopty, Tvny agpeca VLAN 1 Tuny Bxofa (AvHamuuecknin/
CTaTNYECKUI).

HpOTOKOﬂbI KObLIEBbIX TOMONOMNM

RSTP (IEEE 802.1W)

ABTOMaTUUECKOE OOHAPYKeHe NeTenb 1 M3ObITOYHbIX ceTeBbIX NMyTel. [poTokon RSTP obpatHo
COBMECTVM C npoTokonom STP (802.1D).

MSTP (IEEE 802.15)

OT1oenbHble ak3emnnApbl npotokona RSTP ana rpynnsl VLAN.

PVST

OTtoenbHble 3k3eMnaapbl npoTokona STP ana kaxagoro VLAN

KonbLeBo NpoToKor
cobCcTBEHHOMN
pa3paboTkm

MponpueTapHbI konbLesol npoTokon 2TECT co cBepXObICTPbIM BpemeHem BOCCTaHOBAEH A
MeHee 40 MC BHYTPW KOMbLEBbIX TOMONOTUN.

KauectBo obcny»xmnaHmna (QoS)

MpuropuTesnpoBaHHble 4 NMPUOPUTE3NPOBAHHBIE OUePEN HA Kax bl MOPT.

oyepenm
Cxema CTporas npuopuTeTHOCTL (b0Nee BbICOKMI MPUOPUTET BCEraa NepBbii) Unn B3peLieHHble
npuopuTesaunm CnpaBeanveble oyepean (8:4:2:1 OT CamOro BbICOKOTO K CaMOMY HU3KOMY).

MNpnopuTeT Layerl

Kaxkomy nopTy MOXKeT ObiTb MPMUCBOEHa oYepe/lb C MOCTOAHHBIM MPUOPUTETOM.

MpuopuTeT Layer2 BxonAuime kaapbl NepechinaloTca B COOTBETCTBIN C npuopuTteTom Tara VLAN.
8 ypoBHelt npuopuTi3aumm no taram VLAN mMoryT ObiTb OTAENBHO pacnpeaeneHsl
no 4 NPUOPUTU3NPOBAHHBIM OYepeAM.
MNpuopuTeT Layer3 Bxopasime Kagpbl NepechinaloTcs B COOTBETCTBMN CO 3HadeHuem DiffServ Codepoint (IPv4) /
TrafficClass (IPv6) B 1x IP-3aronoske. lNoanepxusaeTcs He bonee 64 ypoBHEM NPUOPUTIZALIN.
[N Kaxaoro ypoBHs MOUOPUTU3ELIMM MOXET ObITb ONpeeneHa COOTBETCTBYIOLIAA ouepe/b.
YnpasneHue 5 cermeHTOB GOPMMPOBAHMA CKOPOCTY Nepefavun BXOAALLEro Tpaduika. Iloaaepxka
NPOMNYCKHOM GOpPMMPOBaHMA CKOPOCTY NepeaaUn 1 ero NPUOPUTETa Ha OCHOBE YNPaBNEHNUA NPOMYCKHOM

crnocobHocTbio (Traffic
shaping)

CMOCOBHOCTU.

CraHpapt

IEEE 802.1p (npropwuTtm3aums Ha 6a3e Tara VLAN), RFC 2474/3260 (IPv4 DiffServ/IPv6 Traffic Class)

LUI/IpOKOBeLLI,aTeJ'IbHaFI nepeagpecaund

IGMP Snooping

ABTOMaTMUECKOE OOHAPYKeHVe 1 Nepeafpecalma MHOroaflpecHbIX MOTOKOB IPVA4.
HezapernctprpoBaHHble NakeTbl MOryT OblTb MOBEPTHYThI TABUHHOM MAapLIPYTU3aLUK UK
3a0/10KMPOBAHbI.

CraHpapt

RFC 4541 (IGMP)

Yacbl peanbHoro Bpemenu (RTC)

HewncTteune BHYTpeHHMe Yachl yCTPOMCTBA MOTYT OblTb CUHXPOHM3MPOBaHbI C BHelwH1M NTP-cepBepom.
MpoTokon Simple Network Time Protocol (NTP)
Cranpapt RFC 4330 (NTP)
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[MpOTOKON OOHAPYKEHMA KaHana nepefayn aaHHbIx (LLDP)

Hencreume V13BelleHNe naeHTUPMKATOPOB, OnpeaenenHie NPONYCKHON CNOCOBHOCTY, COObLLEHNA O
cocefiAax B MOAKIIOUYEHHOM CErMEHTE CET.

LLDP-MED 3BelleHve naeHTUONKATOPOB COCeAHMX YCTPONCTB.

CraHpapTHbIN |EEE 802.1AB (LLDP), ANSI/TIA-1057 (LLDP-MED)

[MpoTokon obHapy»xeHua Cisco (CDP)

Hencteue CDP v1, v2 nna aBTOMaTUUeCKOro OOHapYKeHVA NOAKMIOYEHHbBIX COCEAHNX YCTPOWCTB,
noaaepkmBatoLmx npotokon COP.

Voice VLAN Moanepka ronocosoro VLAN ana koHouryprposarua noakntodeHHoro VolP-tenedora Cisco.

Pernctpauma nonb3osartena

JencTere OcylecTBnaeTca ayTeHTUdMKaUWM NOb30BaTeNel C NpaBamv afMMHUCTPATOPa 1
nosb30BaTenelt C NpaBamu NPOCMOTPa. BO3MOXKHOCTb CO3A1aBaTh HEOTPaHMUEHHOE
KOMMUYeCTBO NOJb30BaTeNe/rpynmn ¢ NpaBamMv aAMUHUCTPATOPA M MOMb30BaTeNEN B peXxmme
NPOCMOTPA (OrPaHNYEHO UCKIOYUTENBHO O6BEMOM NaMATN CUCTEMBI).

KOHTPpOSIb 4OCTYNa K MOPTY

Hencreume KOHTpOb [OCTYNa K CETN Ha OCHOBE ayTeHTUdKMKaLmK ycTpocTea no MAC-agpecy.
[ocTyn K cetn KOHTPONMPYEeTCA Ha YPOBHE NopTa.

CsAsb EAPOL, RADIUS

[MpoTokonbl EAP-MD5, EAP-PEAP (BHyTpeHHM npoTokon: MSCHAPV2), EAP-TLS, EAP-TTLS (BHyTpeHHue

ayTeHTUbMKayum npotokonbl: EAP-MD5, EAP-TLS, PAP)

AyteHTndukauma IEEE  BoamokHa ayTeHTUOMKaLMA HECKONBbKIX NONb30BaTeNel C CNOb30BaHWEM LIEHTPaNbHOro

802.1X cepsepa RADIUS no vmeHn nonb3oBatens/naposto uimn ceptudurkary.

AyTeHTUdMKauma Bo3morkHa ayTeHTUdUKaLWA HECKOMBKINX MOMb30BaTeNel C UCMOMb30BaAHUEM LIEHTPaIbHOroO

RADIUS MAC cepepa RADIUS no MACGagpecam.

bnoknposka MAC Bo3morkHa ayTeHTUdMKaUWa HECKOMbKINX Nonb3oBaTeneit no nx MAGaapecam.

ABTOpM30BaHHble MACG-aapeca XpaHATCA Ha MOCTOAHHOW OCHOBE B yCTporcTee. OHM MOryT
ObITb BPYUHYIO MM aBTOMATUUYECKM CKOHOUIYPUPOBAHDI, @ M3yUeHHble — 3a0/I0KMPOBaHbI.

HOunHamnueckaa VLAN  Cepsep RADIUS MoxeT NpeaocTaBnAaTb NoNb3oBaTento onpeaeneHHbin naeHtudnkatop VLAN.
MopT VLAN AvHaMMYeCKM HacTpanBaeTCa COOTBETCTBYOLMM 0bpa3om. HeaBTopu3oBaHHbIE
Mosb30BaTeNM MOryT ObITb MOMeELLeHb B HeaBTopM3oBaHHYto VLAN (rocteBoit VLAN) nnn
NOMIHOCTbIO 3a010KNPOBAHDI.

Onpegenenvie IP-anpec nogkmoYyeHHOro nonb3oBarend onpeaenaetca nocpeactsom ARP snooping.
IP-appeca
CraHpapt IEEE 802.1X-2004 (KoHTpOnb AOCTYNa K CET1 Ha OCHOBE MOPTOB).

Beb-ynpaBneHue

Hencrteue MHTerpnposaHHoe Beb-ynpaBneHvie ¢ rpapuuecknm nHtepderncom nons3osatens (GUI) ans
AOMUHNCTPMPOBAHVIA 1 KOHOUINYPUPOBaHKS YCTPOWCTB C MOMOLLbIO CTaHAAPTHOrO bpay3epa.

MpoTtokon HTML v4.01, HTTP, HTTPS, Java Script

CoBmecTUMble Firefox 4.x, Internet Explorer 8.x, TpebyeTca nopaepxka JavaScript.

6paysepbl
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[MpocTon NpoToko ynpasneHua cetbio (SNMP)

SNMPv1/v2c [MpocToi npoTokon ynpasneHusa ceTbio v, v2¢ (SNMPV1, v2¢) ans goctyna K Hdopmaumm ob
YCTPOWCTBE, XpaHsLlenca B VIHGopmaLmoHHoM ba3ze ynpasneHunsa (MIB).

Traps (SNMPv1/v2c) Tpanbl, ygegoMNeHVA OTNPABAIOTCA HEOTPAHNYEHHOMY KONIMYECTBY MPUHVMAOLLIVX
YCTPOWCTB (OrpaHnyeHo TObKO pasMepomM cUcTeMHon namsaTy). OTnpaBKa coobuieHnsA
UHNLMMPYETCA COObITMEM U3MEHMBLIEM CTATYC YCTPOWCTBA.
CobbiTnA, 3anycKatoLye OTNPaBKy COOOLIEHNI, MOMYT ObITb HACTPOEHbI OTAENBbHO A1 KaXXAoro
YCTPONCTBA.

SNMPv3 [MpocTor NPoTOKON ynpaeneHna ceTbio Bepcun 3 (SNMPV3) nprmeHseTca ans 6e30nacHoro
AOCTYNa K MHbOopMaumn 06 yCTPOMCTBe, XpaHalenca B MiHbopmauoHHom 6ase ynpaeneHns
(MIB). SNMPv3 nopaepxmBaeT WwindpoBaHue aaHHbIx USM 1 VACM.

Traps (SNMPv3) Tpan/yBepgomneruie, 3anpoc MHGOPMALIMK, OTBET — OTMPABIATCA HEOOXOANMbIM YCTOOMCTBAM.
OTnpaBka coobLLEHNA MHALIMNPYETCA COOBITVIEM M3MEHEHWA BHY TPEHHETO CTaTyCa YCTPOWCTBA.
Be3onacHoCTb nepeaaun coobLLeHMM 0becrneurBaeTCA 3a cueT TpeboBaHma oTBeTa. CobbiTHA,
3anycKatoLLyie OTMPaBKy COOBLLEHNI, MOTYT ObITb HACTPOEHbI OTAENBHO [/151 KaxA0ro YCTPOMCTRA.

MIB MIB-2, Enterprise-MIB (nponpueTapHble 2test MIB daiinbl). Oannbl MOryT 3arpy»katbca 13
BCTpoeHHoro Web Manager.

CraHgapt RFC 1155/1156/1157 (SNMPv1), RFC 1901/1905/1906 (SNMPV2), RFC
3411/3412/3584 (SNMPv3), RFC 2574/3414 (USM), RFC 2575/3415 (VACM)

Knuent RADIUS

Hencteue RADIUS knuneHT aBTOpm3yeTca Ha cepepe RADIUS uepes UDP/IP noptbl 1812 (noctyn) n 1813
(yueT) ona 0oCTyna K CEeTu.

Pe3epBurpoBaHue B cnyuae ncteueHnn BpeMeHn oxmaaHnA oTBeTa 3anpalmeaeTca cnegytowmin cepeep RADIUS.

Cranpapt RFC 2865 (RADIUS), RFC 2866 (YueT), RFC 2868 (TyHHeNbHble aTprbyThi)

Dannbl

KoHdurypauus Mepenava datinoB MOXKET MCMOMb30BATLCA A8 OOHOBNEHNA MPOrPAaMMHOIO obecneveHnsa 1 ans
3arpy3ku Gannos KoHGUrypauun. YCTPOMCTBO NOAAEPKUBAET MPOTOKONbI Nepeaayv TFTP, FTP,
SFTP, HTTP, HTTPS. Kpome Toro, 3arpy3ka ¢ainnos BoamoxkHa nocpeactsom DHCP

O6HoBneHMe 3arpysKka nporpaMmmHoro obecneuyeHua MOXKeT OblTb MOAHOW AW NO3TaNHOM. BO3MOXHO

BCcTpoeHHoro MO

OOHOBfEHNE OTAeNbHbIX MOAYEN, Kak NpaBuno, 6e3 yulepba ana GyHKUMOHNPOBAHMA CITYXKO.

KnueHT Syslog

Hencteue OtnpaBka coobuiernn Syslog 3anyckaeTca No cUcTeMHbIM CObbITAM. OTNPaBKa BO3MOXKHA
HeorpaHNYeHHOMY KONMUYeCTBY CepBePOB Syslog (OrpaHnyYeHo TOMbKO pasmMepom CUCTEMHOM
NamATH).

Crangapt RFC 5424

MeHemkep cobbIT

HencTteune

[NprBA3Ka M3MEHEHWI CTaTyCa YCTPOWCTBA (TPUMTEPDI) K AENCTBMAM, HAaNpUMep, OTNPaBKa
Tpanos SNMP, coobueHwe Syslog v T4,

CobbITus, ana

KOTOPbIX BO3MOXHa

Cepbe3HOCTb COObITVA 1 YPOBEHb ONACHOCTN HACTPANBAIOTCA.
TecToBble CTPOKYM COOBITVSA MOTYT PeIaKTUPOBATLCA MOCPEACTBOM MOJb30BATENbCKOIO

nonb3oBaTesibcKas nHTEPOENca NPy HaNMUNK NPaB.
HacTpowKa
Trap n Syslog HeorpaHuueHHoe KonmyecTBO nosydatenelt Tpanos n/nnm Syslog. BoamoxHa dunstpaums

OTAENbHbIX COObITUI Ha YPOBHE rpynribl.
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CraHgapTbl IEEE / RFC

CraHgapTbl RFC

RFC 791 IPv4

RFC 792 ICMP

RFC 826 ARP

RFC 1155 SNMPV1

RFC 1156 SNMPV1

RFC 1157 SNMPV1

RFC 1901 SNMPv2c

RFC 1905 SNMPv2

RFC 1906 SNMPv2

RFC 2131 DHCP

RFC 2460 IPv6

RFC 2461 IPv6 ObHapykeHve coceaei

RFC 2462 IPv6 ABTOMaTMyeckoe
KOHOUIyprpoBaHue

RFC 2463 ICMPV6

RFC 2464 IPv6

RFC 2474 IPv4 DiffServ

RFC 2574 USM

RFC 2575 VACM

RFC 2865 RADIUS

RFC 2866 Yuet

RFC 2868 TyHHEenNbHble aTprby T

RFC 3260 IPv6 DiffServ

RFC 3315 DHCPv6

RFC 3411 SNMPv3

RFC 3412 SNMPv3

RFC 3414 USM

RFC 3415 VACM

RFC 3484 IPv6

RFC 3513 IPv6

RFC 3584 SNMPv3

RFC 3810 MLD

RFC 4330 NTP

RFC 4541 IGMP Snooping

RFC 4604 MLD

RFC 5424 CUCTEMHBIV XKypHan
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CraHpaptbl [EEE

802.1D IPv4

802.1W Spanning Tree Rapid Spanning
Tree

802.1S Multiple Spanning Tree

802.1p QoS

802.1Q VLAN

802.1X KOHTPOSIb 4OCTYNa K CETU

802.1AB LLDP

802.3i 10Base-T

802.3u 100Base-TX

802.3x MonHbin gynnekc (Full duplex)
1 ynpasneHve NOTOKOM aHHbIX
(flow control)

802.3z 1000Base-X

802.3ab 1000Base-T

802.3az SHeproaddekTnBHbIN Ethernet
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TexHnyecKkme XxapakTepucTKkm

KommyTaTop

Tun

KommyTaTop Ethernet

MponyckHas cnocobHOCTb

Layer 2+, cooTsetcTayeT IEEE 802.3

MAC-agpeca

C NpomMeXyToUHbIM XxpaHeHuem Store-and-forward

Kagpbl Ethernet yBennueHHoro
pa3mepa (Jumbo Frame)

MonHas ckopoCTb, HEONOKUPYIOLLMI pexim (non-blocking) Ha Bcex nopTax

[TopTbl MOA BUTYIO Napy

Konunyectso 13

Tun Gigabit Ethernet, Tpon ckopocTHbIX pexxmva 10/100Base-T
KoHHeKTop MopT RJ-45, aKpaHMpOBaHHbIN

Tun kabena Kabenb BMTas Napa, kKateropus Se,

Conpotusnenue 100 Om, MakcmManbHasa ganHa 100 m

Yn paBneHmne NOTOKOM AaHHbIX

[NakeTbl Pause (IEEE 802.3x), HacTpanBaemble

Pa3Boaka KOHTaKTOB

AToHacTpolika MDI/MDI-X

BonokoHHble nopTbl (SFP-cnoto)

Konnuectso 4

Tvn Gigabit Ethernet ayxckopocTtHon SFP-cnot 100/1000Base-X, nogaepka GyHKLMK
umdposoi amarHocTnkm SFP (DDM)

KoHHeKTOp LC (SFP-TpaHcuBep)

MHoromopnoBbii

62,5/125um 11 50/125 um
InuHa BonHbl 850HM/1310HM

OpHomOo0BbIN

9/125um
[nvHa BonHbl 1310HM/1550HMm

YnpaBneHne NoTOKOM JaHHbIX

[NakeTbl Pause (IEEE 802.3x), HacTpanBaemble

MNaHenb ynpaBneHuns

KHonka copoca

[Nepesarpyska KOMMyTaTopa, C MOCIeAYOLWEN 3arpy3Kkon NoCneaHen CoXpaHeHHOM
KOHOUrypauun (Mpamas annapatHaa QyHKLWA)

KHonka Bo3BpaTa K 3aBOACKMM
HacTpomKam

3anpoc IP-koHUrypaumm ana ynpasneHus niav cbpoc K 3aBOACKMM HAaCTPOMKaMm
Mo YMONUaHMIo

YCNoBKMA OKpYy»KatoLlen cpedbl

Temnepatypa JKCnayatauma ot MrHyc 40°C go nntoc 75°C
XpaHeHue ot muHyc 40°C go nntoc 85°C

ot 10 8o 90 oT 10 a0 90% (6e3 0bpa3oBaHMA KOHAEHCaTa)

JnekTponuTaHme

BxogHoe HanpAaxeHune

oT 24 0o 57B noctosHHOro Toka (548 noctoaHHOro Toka)

SHepronoTpebneHne

9BT (TONbKO 6a30BbIV MOYb)

KoHHeKTOpbI

2X 3-KOHTAKTHbIX BUHTOBbIX KOHHEKTOPa
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TexHnyecKkme XxapakTepucTKkm

MexaHuyecKme xapakTepucTrKkm 6a3oBoro 610kKa

Fabaputbl 120,5x 77 x 100,5 mm ([] x LU x B, 6e3 pa3bemos)

Bec 990r (6e3 SFP)

[TocTaBKa / KOMMIEKTHOCTb

CraHpapTHas ynakoBKa

MocTaBoOYHbIN BNOK 1w
Bec 1200r
KomnnekT noctaBku 1x 6a30BbIN 610K KOMMyTaTOpa [NpodrMoaynb

1x SD-KapTa NamaTu (OTAENbHbIN apTUKYI)

2X pasbema 1A NoAkMoYeHA 61okKa NUTaHKA

2X pasbema BBO[a-BblBOAA

TX KpaTKoe pyKOBOACTBO

TX KOMMNEKT CTUKEPOB C YCNOBHbIMU OO03HAUEHNAMM

CTaHOapTbl
CE 2004/108/EC GMQ)
2006/95/EG (Hn3koBonbTHOE 0OOPYAOBAHME)
3awmTa AaHHbIX EN 60950-1:2011-01
N3nyyaemble nomexu EN 55022:2011-12
Nomexo3awuieHHOCTb EN 55024:2011-09
MpumeHeHne IEC 61850-3:2013, EC 61000-6-5 Ed. 1.0:2015-08, IEEE 1613:2009 (Class 1)
Ha JNeKTPUYECKNX
noacTaHUMAX
MpumeHeHne Ha /[ EN 50121-4:2006
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TexHnyecKkme XxapakTepucTKkm

CeeToAnoaHas nHAnKaLma

Konnuectso YCTpOnCTBO 10 ceeTOANOAOB
MNopT 2 CBETOAMOMa Ha MopT
Pexxnmbl HanKaumn Dynamic CTaHAapTHbLIN peXXinm
Static CraHaapTHbIN 6e3 MUTaHws
Quiet Tonbko nHankatopbl ON- 1 Sys-
Dark Bce nHaMKaTopbl BbIKMOYEHb
L-show [MOCTOAHHOE TeCTUPOBAHME UHOMKATOPOB

CBeToanoabl NOpToB (BCTpoeHbl B RJ-45)

Ethernet 3eneHbin

VveeTca nofkovueHve K nopry.
Mwiraet npv nepeaade faHHbIX

Kentbin

[MopT GroKMpoBaH
(NocpeacTBOM NPOTOKONA)

KpacHbii

KoHTporb AOCTyMa K MOpTy OTKa3

Bbiks.

[ogknoyeHve oTCyTCTByeT

CBeToanoAbl yCTPONCTBA (LeHTpanbHbIe)

Cucrtema 1 AKTVBHO CucTemHble fencTena (0bHoBneHne BcTpoeHHoro 10)
BbIK/1. LLtaTHas paboTa
Cncrema 2 Bbikn. [taTHas pabota
Mutanwe 1/2 3eneHbili DHeprocHabxeHve 1/2 B Hopme
Kentbin BxofHOe HanpaxeHne CIIULLKOM H3KOe/OTCY TCTBYET
Konbuo 1/2 3eneHbil Konbuo 1/2 B Hopme
KenTbin BoinonHaeTcA ayonupoBaHve KonbLia
KpacHbln Coow nyonmpoBaHuis KorbLia
Boikn. Konblio oTKAtoueHo
BxogHom curHan 1/2 3eneHbiv AKTVBMPOBAHO, HET C1rHana
KpacHbii S1/52 aKTVBMPOBAHO, CUrHaN TPEBOMM
Bbik1. He akTvBMpOBaHO
BbixogHow curnan 1/2 3eneHsbii AKTUBMPOBAHO, HET C1MHana
KpacHbii S1/52 aKTVBMPOBAHO, CUrHaN TPEBOMM
BbIK1. He akTvBMpPOBaHO
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Bug cHuzy Bupg cBepxy
BbicoTa: 120,5 mm (6e3 pazbemos)
LUnpwnHa: 77,7 MM
Mny6uHa: 100,5 mm (107,3 mm € geprkatenem ana DIN-penkn)
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KapTa namaTu

SD-kapTa
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HEI/ICI'IpaBHbIVI KOMMYyTaTop KommyTaTop ONA 3aMeHbI

SD-kapTa namAaTtn

HOCpeﬂ,CTBOM 3dMeHbIl KapTbl MaMATN OCYLWECTBITAETCA

. nepeHoC CTaTyca yCTPOMCTBA MOMHOCTBIO.
SD-kapTa NamaTV UCNoNb3yeTca Ana XxpaHeHusa Gannos

KOHOUIypaLmn, CKpUNTOB 1 BCTPOEHHOMO NPOrPaMMHOrO

BO3MOXHOCTb OOHOBNEHMA BCTPOEHHOMO

obecneyerns. Kapta no3sonseT nepeHectu NPOrpaMmMHOro obecrnevyeHnsa nyTem 3aMeHbl KapThbl
KOHOUIYPaLIMIO Ha HOBOE YCTPOWCTBO B CJIyYae BbIXOAA NamATU.

YCTPOWMCTBA 13 CTPOA. + OTKa30yCTONUYMBOE MPOTOKONMPOBaHVE Gannoso
OnuUMoHaNbHO MOXKHO 3anmcaTtb cobcTBeHHbIn MAC- CHCTEMB.

aapec Ha SD-kapty. 91or MAC-agpec umeet Gonee + [1pOMBILLINEHHbIN KNacC — AIUTeNbHAA YCTOMUMBOCT.
BbICOKMI NpUOpUTET NO CpaBHeHuto ¢ MAC-agpecom « WndposaHme cucTeMbI B KaUeCTBe BapuaHTa 3allmThl.

B KOMMYTaTOpE. ITO NO3BOAUT NOYUNTb TOYHYIO KOMWIO .

Cﬂe,qyeT NCMOTb30BaTb NCKIMOYMTESIbHO KapTbl MaMATU
yCTpOl;ICTBa MYyTEM 3aMEHbl KapTbl MaMATH.

2TEST. Tonbko B 3TOM Clydae MOXKHO rapaHTUpOBaTh
ANUTENbHYIO YCTOMUYMBOCTb BO BCEM TEMMEPATYPHOM
AnanasoHe.
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KOHTaKTbl aBapUNHOW CUTHaNM3aLMK
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KOHTaKTbl C ranbBaHNYeCKOM 13onaumnen (2x) Lindposble BXoabl C ranbBaHUYeCcKom n3onsumen (2x)
BECI_IOTGHLLVIaJ'Ibele BbIXOAHbIE KOHTaAKTbI obecneynsaioT BGCI_IOTGHLLVIaJ'Ibele BXOAHbIE KOHTAKTbl AatOT
BO3MOXHOCTb NMOAKMOYEHNA BHELHNX CUTHATbHbIX BO3MOXXHOCTb MPAMOTO MOHUTOPWHIA BHELWHNX CNCTEM,
YCTPOWCTB [/11 OTOOpaxeHUa npeaynpexaeHnii u HanpuUmMep, CUCTEMbl MOHUTOPWHIA CTONKM UV ABEPMW.

pabouero cTatyca. y .
+ 2 UMPPOBbIX BXOAa C ralbBaHMUECKOW U30nsLmMen

« PeneiHbin KOHTaKT, MakcMManbHada Harpyska 57B/1A - BHyTpeHHas onTonapa, BXOAHOE HanpsxeHue
+ M30n4UMOHHOE HanpsaeHue Ha ycTponcTso 15008 oT 12 Ao 57B NOCTOAHHOIO TOKa

MOCTOAHHOTO TOKa « M3onaumoHHoe HanpsaxeHue 1500B NoCcTosHHOro Toka
+ Bo3MOXKeH HOpManbHO Pa3OMKHYTBIN UM HOPMabHO « MOHUTOPWH CTaTyCa C MOMOLLbI0 CUCTEM YMPaBAEHUA

3aMKHyTbIl;I KOHTaKT
. CBeTO,EU/lO,D, MOKa3bIBa€T CTaTyC CIrHasla

« BHUMaHwue: He gonyckaeTca npAamoe NOoAKIoYeHne
yctponcTs 230B nepemeHHOro Tokal
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[TopTbl Ethernet

4x KoM60 nopTa
10/100/1000Base-T (RJ-45)
nnu 100/1000Base-X (SFP)

MopTbl Ethernet (RJ-45)

Bce nopTtbl Ethernet npegHasHaueHbl Ana NOAKIOYEH s
ycTpowcTs 10, 100 M61T/C ¢ nomoLlblo Kabens B1Tas napa,
C KOHHeKTOpamu RJ-45.

BCTpoeHHble GyHKLWM aBTOCOrNacoBaHMS
V1 aBTOMATMYECKOTO ONpeAeneHns NoAKIYEHNS
NepeKpPeCcTHOro AN NPAMOro Kabens.

MIHpOpMaLma Ansa 3aKasa

8X NoKasIbHbIX MOPTOB
10/100Base-T (RJ-45)

4 kombo nopTa (RJ-45/SFP)

STV NOPTbI MOTYT UCMOMb30BATLCA A1 NOAKOUEHNSA
BOJIOKOHHO-OMNTUYECKYIX Kabenel 1nmn kabenen «BuTas
napa». Ans noakMoYeHns BONOKOHHO-ONTUYECKOrO
Kabens B KOMMYTaTop HeOOXOAMMO BCTaBUTb
cooTseTcTByoWMiA SFP-momynb.

OnuvcaHune

ApTtukyn

Ba3oBbIi MOAYb MPOMbILLNEHHOrO KoOMMyTaTopa [MpodnMoaynb

8x10/100Base-T
1x10/100Base-T
4 nopta kombo 100/1000Base-X unwm 10/100/1000Base-T
(SFP-cnot/RJ45)
[NuTatoLee HanpaxeHne oT 24 10 57B NOCTOAHHOIO ToKa

PT535019
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