SAFIRE

Probably the world’s best
Enterprise Firewall
Performance Tester
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OVERVIEW

Safire makes it easy to measure the performance of enterprise
firewalls, pinpoint performance bottlenecks, and document all

the results in easy-to-read PDF reports.
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OVERVIEW

Why Safire?

Enterprise firewalls improve network security by segmenting
corporate LANs. However, each of the advanced security
functions (e.g. antivirus, app-control, IPS and SSL decryption) has
a performance penalty. Combined, these features can seriously
reduce network performance (in some instance up to 90%) —
frustrating users and reducing business potential.

Up until now, the only solution has been to invest in complex
test solutions and consultants that often cost more than the
firewall itself.
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OVERVIEW

Why Safire?

Safire is the only
oroduct on the
market that offers a
qguick and cost-
effective solution.




OVERVIEW

System Diagram

Simply connect Safire to your firewall, define a traffic profile that matches your network, and select the
features you want to measure. Initiate the test and in minutes Safire will compile a PDF report detailing
how each feature impacts performance, with easy-to-understand graphs that clearly pinpoint the
firewall’s performance bottleneck and a wealth of other data.

Cross-platform
web UI

Enterprise Firewall

Safire
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WHO USES SAFIRE?

* Enterprise IT
 Network Security
* System Integrator
 Data Centers

* Finance

e Government & Defense

OVERVIEW

Safire and You

WHAT DUTs CAN YOU TEST?

e Firewalls

WHAT TYPES OF TESTING?

 Performance Testing
* Functional Testing
QoS and Service Validation

* Security



PRICE/PERFORMANCE

Attractive HW price

Flexible SW license fee

OVERVIEW

Why choose Safire?

e Very simple and intuitive user-
friendly web-UI

e Set up your test, run it and get your
report in less than 15 minutes

 Smart characterization and
comparison of multiple-Firewalls

e Traffic profile mixes for different
network topologies

* Easy-to-understand PDF result
reporting

* Industry’s only firewall performance
tester

* Automated firewall performance
characterization

Very robust chassis platform
(Linux), runs "forever”

Compact 1U Chassis with 2 test
ports

On-chassis storage
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USE CASES
Vendor Selection Process

Pre-Deployment

When choosing which new firewall to buy, use Safire to compare their

performance under conditions that match your network.

.

Vendor 1
|

Test
Report




USE CASES

Verify Policy Performance

Pre-Deployment

Prior to deployment, use Safire to measure firewall performance using

proposed security policy to help optimize firewall configuration and/or

network planning.
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USE CASES
After Firmware Updates

U |

Post-Deployment

Use Safire to measure firewall performance following firmware changes.

SW v.1

Test
Report




USE CASES

When the LAN Changes

Post-Deployment

Use Safire to measure how significant changes to the network and traffic

impacts firewall performance.

-

Test
Old Traffic Report




USE CASES
When Experiencing Network

Performance Issues

Post-Deployment

Check firewall performance when experiencing network

performance issues such as slow response, connection failure, and

poor QOE.
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USE CASES

Roadmap
Types of testing
YSE CASES Performance Benchmarking Soak Test Backup emulation
(reveal bottleneck) (against datasheet) (long duration) test
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USE CASES

White Papers

Pre-Deployment Post-Deployment

Different from deploying new NGFW into pre-production networks,
when the firewalls are in fact up and running in the production
networks, any upgrade should be handled carefully.

Testing NGFWs NGFW Performance

To rigorously test the performance of next generation firewalls
(NGFWs), it is no longer enough to bombard them with dummy

traffic.

AL

#KENA

M LTWZDOERIKS


https://xenanetworks.com/whitepaper/testing-ngfws/
https://xenanetworks.com/whitepaper/ngfw-performance/

HARDWARE & SOFTWARE




HARDWARE & SOFTWARE
SafireCompact

Safire
24PE-106

Physical Specifications

2 test ports
1.75% (H) x 19 (W) x 9.8“(D) (5 x 48.5 x 25cm)
10 Ibs (4.5 kg)
Low noise: Max. 54 dBA




10G

2 speeds

C-Safire-24PE-10G

Provides 2 test ports for
10GE & 1GE testing.
10GBASE/SR/LR/DAC SFP+

HARDWARE & SOFTWARE

SafireCompact Versions

10G

4 speeds

C-Safire-24PE-10G-CU

Provides 2 test ports for 10GE,
5GE, 2.5GE & 1GE testing.
BASE-T RJ45


https://support.xenanetworks.com/hc/en-us/sections/360002594339-Drivers-and-Scripts
https://support.xenanetworks.com/hc/en-us/sections/360002570160-Platforms

SAFIRE

HARDWARE & SOFTWARE
SafireManager

Safire is a web-based test solution. The web-based user
] interface (SafireManager) for you to configure and run

tests, and download reports.

] With SafireManager, test your firewall in 3 simple step

Your test configurations, test results, user information are

all stored on the chassis. Access it any time.



HOW-TO

How to test your firewall in 3 easy steps




1. Select FW network
Topology

Test your Firewall in
less than 15 minutes 2 Enter FW details

3. Read the report
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HOW-TO

1: Select firewall network topology

SAFIRE

G_'} Choose a network topology the firewall will be deployed with. Metwork To po Iggy CANC

Select network topology for your firewall
a m O n g EnTerpriSe e e Enterprice Security Perimeter © C i @ Data Center Secuwrity Perimstber ©

 Enterprise internal segmentation

* Enterprise security perimeter q. ’

— — — jpa—

m, m‘ m] - ' In l L
m=1 =1 o= W= | [Fii=1 | [
rme=g | =3 [a=5 ] Wi [fii= 1 | 0

HHE

 Data center internal segmentation

- -
* Data center security perimeter sevcereo |
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HOW-TO
2: Enter firewall details

SAFIRE

G) Describe firewall Interface addresses, model type, and functions enabled.

© CEETE"TD

Firewall Description CANCEL X

4 Enter firewall information:

What functions have you enabled on the What transparent proxies have you enabled on
firewall? the firewall?

8

Firewall interface address

AntiVirus O HTTP Proxy 1

Anti-Spyware

B O

Application Contral

Web Filtering POP3F 2-

Data Leak Prevention

IPS/IDS 3

S5L Outbound Decryption

Firewall model

e el
. ADD ADVANCED DESCRIFTION

Port Speed
B/I .I @ .

Port speed

S5L Inbound Decryption

B 0O 0O 0O 0O O

531 Certificate Validation 4

Functions enabled on firewall

<

Logging and Reporting

Das Protection

Source NAT

O o O

Destination MAT

< NETWORK TOPOLOGY




SAFIRE

BACGK TO TEST CASES 3f

SELECT PROFILE

EMT. Internal Segmentation Mix [Large)

Total Bandwidth 15.680 ¢
Server-to-client [ 530 Sbpa) Clisncoo-gerse {0230 bps
Total Sessions 41060
470801 2000000
Total TLS Sessions 32400
32800/£BH000

TCP Upload (Port 20)
keype for Dus

Users: 3280
Apps: 37

DOWNLOAD S5 CERTIFICATES #

000 Mbps
4000 Mbps
3000 MEeps
2000 Mbps
1000 Mbps

0 Mbps

HOW-TO

3: Read the report

e # Hi, admin

DOWNLOAD REPORT #




KEY FEATURES

These are Safire’s most powerful technical features.




KEY FEATURES

User-friendly Ul

Web based user interface. Platform
independent. No need to install desktop

application.

Test configurations, test results, user

information are all stored on the chassis.

Access it any time.

Very simple and intuitive.

SAFIRE

BACK TO TEST CASES 3f

SELECT PROFILE USTOMIZE ITERATIONS

ENT. Internal Segmentation Mix (Large)

Total Bandwidth 15.680 G

Users: 3280
Apps: 37

DOWMLOAD REPORT ¥

25 ms.
20 ms.
15 me.
10 ms.
5 ma
0 ———— .
TR e o P e e oh
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KEY FEATURES

Automated firewall performance
characterization

 Automatically increase traffic load between
test iterations to reveal the performance

characterization of the firewall under test.

e Measure key performance metrics as the

offered load increases.

e Test execution independent from client

machine’s connection to the chassis.
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KEY FEATURES

SMART test result analysis

Quickly compare different test results for a smart analysis on how different firewalls perform with the same features enabled, or
how the same firewall performs when different features and policies are enabled.

Throughput '_' Latency ) Error Percentage
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KEY FEATURES

Traffic profile mixes
for different network
topologies

ISAFIRE

| BACK TO TEST CASES 1r

| Safire Live Demo - made by Xena

SELECT PROFILE = CUSTOMIZE ITERATIONS ~ E

Iterations On ‘ Goodput

ENT. Internal Segmentation Mix (Large)

Test with asymmetric or symmetric traffic

5000 Mbps -

- Total Bandwidth 15.6860ps 5000 Mbps

patterns and different mixes on various

4000 Mbps

firewall deployment topologies. Security

3000 Mbjps -
b
WeTransfer File Download 2000 Mbps -
Ly

perimeter firewalls protect enterprise

1000 Mbps -

against inbound traffic.

0 Mbps -
Total Users: 3280

Total Apps: 37

UUUUU

Internal segmentation firewalls protect
internal LAN network segments, where the

demand for performance is much higher

UUUUU

than those at the edge.




KEY FEATURES
Easy-to-understand reports

SAFIRE PAENA

EHTERPTISE HEFWALL PERFDRAMANCE TERITR

FIREWALL PERFORMANCE TEST REPORT

Fortinet: FortiGate-1500D

Safire produces attractive PDF
reports that highlight important :h ";:J' 13@ & ..
performance indicators for efficient

decision-making.

Enterprise Internal Segmentation




KEY FEATURES
Safire — making life easier for IT and security managers ©

v' User friendly web-based Ul

v' Auto performance characterization

v’ Test your firewall in 3 easy steps

v' SMART test result analysis

v Traffic profile mixes for different network topologies

v Easy-to-understand reports
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Test. Improve. Repeat.

THANK YOU

XENA
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https://xenanetworks.com/try-demo-safire/
https://support.xenanetworks.com/hc/en-us/categories/360001584892-Safire
https://support.xenanetworks.com/hc/en-us/categories/360001584892-Safire
https://xenanetworks.com/try-demo-safire/
https://xenanetworks.com/book-guided-tour/
https://xenanetworks.com/book-guided-tour/
https://xenanetworks.com/request-a-quote/
https://xenanetworks.com/request-a-quote/

