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NMPEOUCIIOBUE

MporpammHo-annapatHbin  komnnekc «lpodwullnoc» npeactasnsaetr cobon 20-Tu
NOPTOBbLIN NPOMbILLIEHHbIN yripasnaembin kommyTtaTtop. MNAK «lMpodulinioc» npeaHasHaveH
Ana KOMMyTauum n nepefayv AaHHbIX B JIOKamnbHbIX BblyncnuternbHbiX ceTax (J1IBC) Ha 2-m
ypoBHe OSI| (kaHanbHbIA YpOBEHb). YNpasreHwe nporpamMHoO-annapaTHbiM KOMMSEKCOM
«Mpodulniocy» ocyuiectensetcs paspabotaHHbiM 000 "ANTbKOP-KOMMbIOHUKENLLINH"
(MpaBoobnagatenb) BcTpavMBaembiM (BCTpoeHHbIM) [1O  "lporpammHoe obecnedeHve
ynpaeneHuss n monutopuHra MNMAK «[lpodulinioc»” (ganee takke - MO), koTopoe B TOM
Jyncne obecneymBaeT BO3MOXHOCTb KOMMYyTaLMuM NakeToB Ha ocHose onpegenexHns MAC-
agpeca Kagpa OaHHbIX, BO3MOXHOCTb OCyLlecTBreHus nepegadm B coorsetcteum ¢ MAC-
agpecoMm, a Takke 3anucu 3Tx MAC-agpecoB M COOTBETCTBYHOLWMX MOPTOB B Tabnuuy
BHYTPEHHUX apecoB.

AnnapaTtHas 4acTb ocHauleHa 16 megHbimu Ethernet noptamu 10/100/1000Base-
T(X), aBymsa cnotamu ans SFP mopynen 100/1000Base-X n gByma cnotammn ana SFP
moaynen 100/1000/2.5GBase-X. Koprnyc kommyTaTtopa aganTupoBaH [OfS YCTAHOBKW Ha
ctaHgaptHyio DIN-periky n ana MOHTaxa Ha BepTUKarnbHYO WX FOPU3OHTasbHYIO
NMOBEPXHOCTb.

[MpOMbIWSIEHHbIN  TMrabuTHbIN  kKOMMyTaTop 2 YypoBHS «[llpocullnioc»  cepum
PT536300 noctasnsetca ¢ MO "MporpammHoe obGecneyeHne ynpaBreHnss 1 MOHUTOPUHIa
MAK «lMpodoulintoc»" n He TpebyeT 3arpyskm gononHuTensHoro MO (gpanBepoB w T.n.) Ang
Hadana paboTbl.

MO "MporpammHoe obecneveHne ynpasneHns n moumtopuHra MAK «lMpodumlnocy»”
No3BOJSIIET OCYLLECTBNATL ynpaBneHue @yHKLMOHANOM KOMMyTaTopa C MCMNoSib30BaHUEM
nHTEepdgernca komaHaHown ctpoku (CLI).

MAK «lNpodullnoc» nogaepxmBaeT pasnuyHbie ceTeBble NPOTOKOSbl U OTpacreBble
ctaHgapTbl, Takne kak STP/RSTP, 802.1Q VLAN, HTTPS wn 1.0. OH Takke obnagaet
HabopoM CYHKLUMI ynpaBneHus, NogaepXvBaeT HACTPOMKY MNOPTOB, CTAaTUCTUKY MNOPTOB,
KOHTPONb [[ocCTyna, ayTeHTudwmkaumio no craHgapty 802.1X, GbicTpyto Hactpouky, CLI,
Telnet, SSH, SNMP. T1AK «[llpodwullnioc» nmeeT pesepBMpOBaHHOE 3MEKTPONUTaHNe OT
ABYX HEe3aBWCUMbIX WMCTOYHMKOB, KOTOpble obecneudmBatoT GecnepeboriHyio paboTy npwm
Bbixoge u3 cTtposs ogHoro u3 Hux. [AK «[podwullnoc» cepun PT536300 He wumeeTt
BHYTPEHHEN BEHTUNSALMMW, BBLINOSIHEH B KOpryce C paguaTopoM AN TENroOTBEAEHMS U
ahpekTMBHOrO paccemBaHusa Tenna, 4to obecnevnBaeT paboTy B LIMPOKOM [Mana3oHOM
TemnepaTtyp oT — 40 °C pgo +75 °C.

B paHHOM pykoBOoACTBE NONb3oBaTeNs nNpeacTaBfieHbl BCe Heobxoaumble AN
aKcnnyaTaumm cBefeHus:
e YnpasneHue pyHKLMOHANOM KOMMyTaTopa
e KoHpurypaumsa ceteBoro ynpasneHus



e (O630p NPUHLUMNMNOB CETEBOIO yrNpaBreHns
o BsepeHue B CL| cBs3aHHOE C OYHKLUUAMUN CETEBOTO ynpaBreHns
e [lpaBuna n metoapbl kKoHpurypauum B CLI

Homep nopTa, ykasaHHbIM B [AaHHOM PYKOBOACTBE, SIBMSETCA NUWb MNPUMEPOM U He
COOTBETCTBYET PakTUYeCKoMy MopTy C 3TUM HOMEPOM Ha KoMmyTaTtope. [pn dakTnyeckom
NCronb30BaHUM  NpeanoyTeHMe OoTAaeTCA HOoMepy MopTa, KOTOpbIM  Bbl  Xenaete
NCNoSib30BaTh.



. HAYAIIO PABOTHI

B 9TOM rnaBe onucaHbl OCHOBHbIE MPUHLMMABI WUCNOMb30BaHNA WHTepdenca
komaHgHon cTtpoku (ganee — CLI). CLI — 3TO KOMMNEKCHbIN UHTepdenc ynpasrieHus
KOMMYTaTOPOM.

B atom pasgene onncaHo, Kak BbINMOJNTHUTbL creayuine AencTeus:

Bxopn B cuctemy ([MO) n BO3BpaT K 3aBOACKMM HacTporKam

HasHa4eHne nmeHn xocta 1 napons agMuHucTpaTopa

HasHa4veHwne IP-agpeca B VLAN

[MpoBepka NOAKNIYEHUSA C NOMOLLLIO ‘ping’

OTtobpaxeHne Tekywen KoHdurypaumm u e€é coxpaHeHue Ha naw-
HakonuTene

lMepen NOAKMOYEHMEM K KOMMYyTaTopy HeobGXoauMO NOAroTOBUTbH NEPCOHasbHbIV
KoMmnbloTep ¢ onepaumoHHon cuctemon Windows 10 vnu Bbille U YCTAHOBIIEHHOW Ha HEM
nporpammon PUTTY (https://putty.org.ru/download.html) wnn ananorundyHon wnu Minicom
(vnn aHanorn4yHon) B Linux.

1.1 ToakntoyeHue K KOMMyTaTopy Yepe3 nopt «KoHcosnby»

[na ynpaeBneHna koMmyTaTtopoM 4Yepes mHTtepdenc komaHgHowm ctpokum (CLI), Ha
BEPXHEW naHenu KoMmyTatopa yCTaHOBIeH nocnegosaTenbHbin nopT «KoHconb» RS-232 ¢
pa3bémom RJ45 ansa coeguHeHus c K. Cxema coeguHeHus MK n kommyTtaTopa nokasaHa
Ha pucyHke 1.

RS-232 CEpHAHBIA NOPT nopt “"KoHconb

(DBY) (RJ45)
"'--."1,.
KOMMYTaTOp
Puc. 1
DEY [Female) RJ45
. i o |
[ ﬂ- s | -. "L IR 0 1 | = -
EE.5J1 1| LS. (?" ﬁ‘
al | ™ I = L .5| y 4a 5
%0 | 2 2 | 1%
rxp | 3 3 | rx
anD | 5 5 | anp
Puc. 2


https://putty.org.ru/download.html

BkntounTte n Hactponute nporpammy PuTTY ana goctyna K uHTepdency KomaHaHowm
CTPOKM KOMMYyTaTOpa.

CodetaHue knasuw Win+x oTkpoeT Ha [1K meHwo «[ducnetyep yctpoucts». B
ancnetyepe yctponcts onpeagenute pabotatowmn COM nopTt n ykaxute ero Homep B OKHE
«Serial line» nporpammbl PUTTY. HacTtpownku nHtepgenca PUuTTY nokasaHbl Ha puUcyHkax 3,
4 n B Tabnuue 1.

Category:
=~ Sfassinn Basic options for your PuTTY session
B Ten I_.Dglging Specify the destination you want to connect to
Tn}'é;:buard Serial line Speed
- Bel |coMs | [115200
- Features Connection type:
E- Window (OSSH @ Seral (O Other: | Telnet v
- Appearance
- Behaviour Load, save or delete a stored session
-~ Translation Saved Sessions
- Selection |
- Colours
=~ Connection Default Settings Load
.. Data
- Proy Save
- 55H
- Seral SEIE
- Telnet
- Rlogin
- SUPDUP Cloge window on exit:
() Aways (O Never  (®) Only on clean exit
About Help Open Cancel

Puc. 3



&R PuTTV Confic

Categony:

Options controlling local senal lines

Select a serial line
- Terminal
- Keyboard Serial line to connect to |COI"-'15
- Bell

- Features
= Window Speed (baud) |'I'IE-2DD
- Appearance
- Behaviour
- Translation Stop bits
+- Selection .

- Colours Paity
-Lonnection Flow control
- Data
- Proxy
+- 55H
- Serial
- Telnet
- Rlogin
- SUPDUP

Configure the seral line

Data bits

Puc. 4

MapameTpel nopTa Debug console

MNapameTp SHaveHne OnucaHune
Baud rate 115200 CKOpOCTh, GHT/C
Data bits 8 KonuyecTso OUTOB JaHHbIX
Parity None BT YETHOCTH
Stop bits 1 KONW4eCTBO CTONOBLIX GUTOB
Hardware flow control | None ANNapaTHLIA KOHTPOMNE NOTOKA
Software flow control | Mone MporpaMMHbIN KOHTPONE NOTOKS

Tabnuua 1

Mocne 3anycka nporpammbl PuTTY C ykasaHHbIMWM HacTpoMKamMu MOSIBUTCS
AnanoroBoe OKHO MHTepdenca komaHaHon cTpokn. Haxmute ENTER ans Havana ceccum.
Beegute wumsa nonb3oBaTens «admin» v naponb «admin» aOna Bxoda B UHTepdenc
KOMaHOHOW CTPOKMW.



EF COMS - PuTTY — | ht

1.2 Bxoas cncrtemMmy m Bo3BpaTt K 3aBOACKUM HaCTpOVIKaM

Mocne nepsoro Bxoga B cuctemy (IMO), Bam byaet npeanoxeHo M3MEHUTb Naposib.
N3 coobparkeHnn 6e30nacHOCTM Naposb AOSMKEH COCTOATb HE MeHee Yem 13 8 BykB uudp u
cumBonoB. Mocne BBoga HOBOro Naponis HeobBXxoAMMO COXpPaHUTb HACTPOWKW. Ons 3Toro
BBeAWTE KOMaHAy: <copy running-config startup-config>.

Ecnv no kaknMm-To npuymnHam JocTyn K MHTepdency KoMaHaHOW CTPOKU OTCYTCTBYET,
BO3BpaT K 3aBOACKMM HACTPOMKaM MOXHO BbINOSTHUTL C nomoLlbo DIP-nepekntoyatensa (cwm.
PykoBoacTBo no akcnnyaraumm).

BosBpaTt Kk 3aBOACKMM HAcTponkam C MOMOLLBbI KOMaHAHOW CTPOKW BbIMOMHSETCS
komaHgon <reload defaults>. Tlocne cbpoca HacTpoek 3aBepwute paboTy C
TepMMHANoM KoMaHaou <exit> n cHoBa aBTOpM3ynTEChH.




1.3 SSH

[MpoTtokon SSH Bknto4eH no ymon4yaHuio. Bbel moxeTte oTknounte SSH. [ns atoro
BOMAOMTE B PEXMM KOHurypauum: <configure terminal>, 3aTem BBeguTe kKoMaHgy
<no ip ssh>.

Mocne oTkntoveHns SSH Bbl He cmoxeTe BonTn B CLI yepes ceteson nopt (1-16).
YUT0o0bI BKNtounTh SSH BBEANTE KOMaHAy <ip ssh>.

1.4 Ha3Ha4vyeHMe UMeHU XocTa U naposnsa agMUHUCTpatTopa

B CLI ecTb HecKkonbko pasnuyHbix pexumoB. Cpady nocne asTopusauuu
nosfb3oBaTenb nonagaet B PeXuM «BbIMNONHeHus komaHa» [EXEC]. 3ToT pexum unmeet
3Ha4yok #. B aTOM pexvme Bbl MOXeTe BbINOMHATL Onepauun, CBA3aHHble C (hannamm
KOHbMrypaummn, nepesarpy3kon HaACTPOEK MO YMOM4YaHuo, OTOOpaXeHMeM CUCTEMHON
WHpopMauMM N T.4., HO He MOXeTe U3MeHATb NoApobHble MapameTpbl KOHUrypaumm.
Takue onepaunn BbIMOMHAKTCH B peXnMe KoOHUrypauuu.

[na Ha3Ha4YeHns UMeHN XOCTYy/KOMMYTaTopy BOMANTE B PEXMUM KOHAUIypaLmu:
# configure terminal
(config)# (bl B pexxuMe KOHPUTYpAIUH)
Beeante komaHgy <hostname + uma XxocTa> (B Hamem nmpuMmepe 310 2test)
(config)# hostname 2test
2test(config)# (ums xocra HasHAUEHO)
Beingute 13 pexuma KoHpurypaumm:

2test(config)# exit
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3aBepLnTe paboTy ¢ TEPMUHATIOM M CHOBa aBTOPU3YNTECH.

2test# exit

R to get started

admin

[Ans HasHayeHus HoOBOro naponsis AOMUHUCTpaToOpa BOWOUTE B PEXUM
KOH(purypauuu:
# configure terminal
Beeaute komaHgy <username admin privilege 15 password unencrypted [BaLu
naporsib]>

O6paTtnTte BHMMaHue, 4To npaBuna 6e3o0nacHOCTM He paspeLuaroT Ha3HavyaTb
NpocTbie naponu un TpebytoT cobnogaTtb npasvna.

AgmuHucTpatop  MoOXeT  gobaBuTb  HOBbIX  MONb3oOBaTenen  aHarornm4yHo
npuBegeHHoOMy npumepy. Hwxe nokasaH npumep pobaBneHMss HOBOro Mofb3oBaTens
«userly» c yposHem npusunerun «10» n naponem «Nokia@2020». [ins Bo3BpaTa B pexum
[EXEC] ucnonb3ynte ropauve knasuwm Ctrl+z. [Ina Bo3BpaTa Ha npeabiaylimin ypoBeHb
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ncnonb3ynTte komaHgy <exit>. B pexwume [EXEC] ansa 3aBeplueHus ceaHca M Bbixoda w3
CLI ucnonbsynrte <exit>.

1.5 WUcnonb3oBaHne DHCP un Ha3Ha4veHue IP-agpeca B VLAN 1

VLAN 1 ncnonb3dyetca no ymondaHuoo. NomHute, yto IP-agpec npueasaH k VLAN.
IPv4 (IP-agpec) kommyTatopa no ymonyaHuio 192.168.1.254, macka nogcetun 255.255.255.0
HasHavasa HoBbi IP-agpec B VLAN 1 n He co3gaBas HoBbix VLAN, atoT IP-agpec 6yget
akTyaneH pAns Bcex MNOpTOB KOMMyTaTtopa. JTOr0 4acto OblBaeT [OCTAaTOMHO Ans
HeBOMbLIMX NOKaNbHbIX CETEN, UCMONb3YOLWMX NPOTOKON AMHAMUYECKON HaCTPOMKM XOCTa
(DHCP) unn cratnyeckoe pacnpegeneHue |P-agpecos.

B cucreme peanusoBaH DHCP-knueHT, KOTOpbiM nocne BkMoveHuss Oypet
OTNpaBnsATb 3anpocbl Ha nonydvyeHne IP-agpeca. OTn 3anpocbl npuHumarotca DHCP-
cepBepoM B CeTU (ecnv OH cyuiecTByeT M Oblnl COOTBETCTBYIOLWMM 06pa3oM HaCTPOEH).
3aTteM cepBep BbINOMHUT MOUCK B CBOEM Myne OOCTynHbiX |[P-agpecos, BbIAeNUT OOWH K3
HUX n BepHeT ero DHCP -knueHTy. BosBpawaemasa nHdopmaums obbl4HO BkovaeT |P-
agpec, Macky MnoAceTu U W3 MO YMOSYaHUIO, HO Takke MOXEeT codepXaTb ApYryro
MHopMauMio, Takyto Kak cnyxba gomeHHbIx nmeH (DNS) n agpeca cepsepos.

OTa HacTpoWka aHanorMyHa HacTpoMKe WMEHW XOoCcTa: BOWMAUTE B PEXUM
KoHGurypaumm, <configure terminal> kak 3To GbII0 B NpeabiayLMX NpuMepax, 3aTem
BBeguTe koMaHay: <interface vlan 1>. B CLI ato 6ygeTt BbirnsgeTh Tak:

2test(config)#
2test(config)# interface vlan 1
2test(config-if-vlan)#

Ternepb Bbl HaxogutTecb B pexume KoHdurypupoBanna VLAN 1. B gaHHOM npumepe
paccMmatpmuBaeTcs BapuaHT wucnonb3oBaHus DHCP gna nonydeHna |P-agpeca wvnn, B
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cnydae cbos DHCP, wucnonb3oBaTb CTaTMYeCKUn pe3epBHbIM agpec. BknioyeHne
pe3epBHOro IP-agpeca saBnsieTcss Heobs3aTenbHbIM U MOXeET ObiTb onywieHo. Ona atoro
ncrnonb3ynTe KoMaHay:
<ip address dhcp fallback 192.168.1.10 255.255.255.0>

2test(config-if-vlan)#

2test(config-if-vlan)# ip address dhcp fallback 192.168.1.10
255.255.255.0

PaccmoTpum npumep HasHadeHnus IP-agpeca B VLAN 1. Bbl MOXeTe M3MEHUTb Kak
Tekywmn IP-agpec B VLAN1, Tak n pobaButb ewé ogHy wunm Heckonbko VLAN.
AgmMmuHucTpatop MoXeT 3agath Ao 255 naeHtudukatopos VLAN, Bknodaa VLAN 1, kotopas
ncnonb3yeTcs No ymonyanuio. Takke obpatute BHMMaHue, 4Tto IP-agpeca moryT ObiTb
Ha3HauyeHbl Tornbko uHTepdencam VLAN. No aHanorun ¢ npumepom npumeHeHna DHCP ans
nameHeHuns IP-agpeca B Tekywen VLAN1 nepengute B pexumm KOHUrypauuu ¢ nomMoLLbro
komaHabl <configure terminal>. [anee BBegute umsa VLAN IP-agpec kotopown
TpebyeTcs M3meHuTb <interface vlanl>. 3atem BBeguTe HyxHbln |IP-agpec n macky
noacetT koMaHgon <ip address 192.168.1.10 255.255.255.0> — HoBbi IP-agpec
VLAN1 co3agaH. BepHutecn B pexxum « EXEC» yepes komaHngy <end>.

[Monb3oBaTesib MOXET NPOBEPUTb YCTaHOBIEHHbIN UM IP-agpec. [Ina aToro BBeguTte
komaHgy <show ip interface brief>

Ana nposepkn coeauHeHna kommyTtatopa ¢ MK no SSH u Telnet nogkniouute
Ethernet kabenb Kk ogHOMY M3 MeOHbIX NMOPTOB KOMMYyTaTtopa M MPOBEpPbTE COeAMHEHUE
NUHroBaHneM. Bbl Tak e MoXeTe NpoBepuUTb COeNHEHNE KOMMYyTaTopa C BHELUHUM Y3510M
(obpatHbiM nuHroBaHuem). Ons atoro B CLI kommyTaTopa BBeguTe komaHgy <ping ip
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192.168.1.200> rge 192.168.1.200 aT10 agpec BHeELWHero y3na, ¢ KOTOpbIM Bbl NpoBepsieTe
coeguHeHve, B JaHHOM npumepe 3710 Baw [K.

1.6 YctaHoBKa ctatuyeckoro ARP
[nsa yctaHoBku ctatudeckoro ARP BBeaute komaHay:
<ip arp [v_ipv4_abc] [v_mac_addr]>

Ha npumepe nokasaHa yctaHoBka ctatudeckoro ARP.

1.7 TpocmoTp n coxpaHeHne KoOHdurypaumm Bo ¢pnaw-namMaTu

Tekywasa KoHurypaumsa yCcTtporucTea MoxeT OblTb oTobpaxkeHa B BUAE BUPTYanbHOro
danna, cogepkawero nonHbin Habop kKoMaHg, HeobxoaMMbIX ANSA CO34aHUS UOEHTUYHOM
KoHpurypaummn. CyLiecTByeT HECKONbKO WMCKIIOYEHUN, CBA3AHHbIX C TEM, YTO HEKOTOpble
3NeMeHTbI, TakMe Kak 3akpbiTble SSH -knto4vn, He oTobpaxaroTcs.

OTOT pamn HasbiBaeTcs running-config n ABNAeTCA M3MEHYMBBLIM O CBOEW
npupoae; OH He coxpaHseTcs npwu nepesarpyskax. [oaTomy HeOBXoaUMO COXpaHUTb dhann
Ha doraw-HakonuTerne nog uMmeHem startup-config, nockoneky aTOT dhann cyUTbIBAETCA U
BbIMOSTHAETCH NPW Kaxdow 3arpyske U, criefoBaTernibHO, OTBeYaeT 3a BOCCTaHOBIIEHWE
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3any|.|.|,eHH017| KOHCbVIpraLI,VIVI CuctemMmbl OO0 COCTOAHUA, B KOTOPOM OHa Haxoaumnacb Ha
MOMEHT COXPaHEHUA.

KomaHgaa <show running-config> oTobpasut napameTpbl KOHUrypauum, Kak
nokasaHo Huxke. [Ins KpaTKOCTM HeKoTopble AeTanu Obinv oTpegakTupoBaHbl. Kpome Toro,
Habop MHTepPENCoB 3aBUCUT OT BO3MOXHOCTEN 060pPYyAOBaHMS.

CTpoykM B KaBbl4Kax

ABNSATCA KOMMeHTapusamn. dain HauyMHaeTCa C MMEHMU
xocta — hostname w napons ana AgMuHucTpatopa admin, 3a KOTOpbIMK CreayeT UMS u
naponb lonb3oBatena (user1). Oanee onucaHa VLAN 1 u gpyrne anemeHTbl, Takue Kak
MpoTokon ceasytowero aepesa (STP). [lanee cnegyeTt cnvcok Bcex MHTepdencos noptos
Ha yCTPOWCTBE, YNOPSIAOYEHHbIV MO AEHTUUKATOPY KOMMyTaTopa, TUNy U HOMepy nopTa.
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Bce wHTepdencbl NOpTOB MMEKT HACTPOMKM MO YMOSMYaHW, NO3TOMY ANfs HUX
Hu4ero He oTtobpaxaeTtcda. Kak npaBuno, otobpaxaeTcsi TONMbKO KOHurypaums, oTnmyHas
OT KOHJwUrypaumMm no ymMon4aHuio, B MPOTUBHOM Criyyae BbIXOAHble AaHHble Obinn Obl
OFPOMHbIMM U yXyAawanacb O6bl YNTaeMoCTb. ECTb HECKONMBbKO UCKIOYEHWNn, KoTopble ByayT
pacCMOTPEHBI NO3Xe.

3a usundeckumn nHTepdencammu cnegyet uHTepdenc suptyansHon cetn VLAN 1 ¢
ykaszaHueM |P-agpeca n mackum nogcetn. Cenyac TONbKO NepBOMY U3 HUX npuceBoeH IP-
agpec.
B koHue oTobpaxaetca pasgen «line». B Hem ykasblBalOTCSA XapakTepUCTUKM LS
nocnegoBaTenbHOM KoHcomnu (cTpoka console 0) wnu  ceTeBbiX NOOKIMOYEHUA ONS
ynpasneHus ICLI (cTpoka vty x).

KomaHnga <dir> BbiBOgMT cnvcok dannos B dannoson cucteme flash, B To Bpems
Kak KoMaHZa <more> BblBOOUT COLEPXMMOE YKa3aHHOro danna.

KoHgurypauus, nokasaHHasi Bbille, cendac cogepxutca B dpanne running-config.
[na coxpaHeHna Tekywen KoHdurypauumn B dann startup-config sBegute komaHay:

<copy running-config startup-config>
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HacTpoiiku coxpaHeHbl B ¢pavne startup-config.

HaBbiku, onucaHHble B 9TOM pasgene, POpMUPYKOT OCHOBY ANS MOBCEOHEBHOW
paboTbl ¢ CLI: Bxog B cuctemy, otobpaxeHne nHopmaLmm ¢ NOMOLLbI0 KoMaHabl < show>,
paboTta ¢ cdannamm koHdpurypaumm <show running-config>, <copy>, <dir> wn 1.4,
paboTbl ¢ hakTnyeckom koHpurypaumen <configure terminal>, <exit>, n nogpexumbl
<interface...>.
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. OCHOBBbI CLI

Kntouesble xapaktepuctuku CLI:

e CLI aBngetca moganbHbIM (OnpefeneHHble onepaumm BO3MOXHbI NN HEBO3MOXHbI B
onpeaeneHHbIX pexumax);

e CLI nmeet CTpOYHYO CTPYKTYPY

e CLI BbinonHAeT gencrTene MrHOBEHHO Nocne BBOAA KOMaHabl

e B ocHoBe penctBunm nexaTt npuBurerMnM (458 YCMNELWHOro  BbINOSIHEHUS
onpegeneHHblx  onepaumi  Tpebyetcs,  4TOOBLI nonb3oBaTtens  obnagan
onpeerieHHbIM YPOBHEM NMPUBUIIETUN).

21
2.2 CTpyKTypa U CUHTAaKCUC KOMaHA,

2.21 CrtpykKktypa

KomaHga — 370 ogHa cTpoka TeKcTa, COCTOsLAs U3 KINoYeBbIX CIIOB U NapaMeTpoB,
Hanpumep: <show vlan id 10> KnioueBbiMu cnioBamu siBnsoTcs show, vlan u id; B
TO BpeMmsa kak 10 — 3TO napameTp, KOTOpbI MOXET coAepXaTb OpYyroe 3HaveHue npwu
BbI30BE ApYyrov koMaHabl. KntoveBble croBa He YyBCTBUTENbHbI K PETUCTPY, NO3TOMY Show U
SHOW pgna mawuHbl ngeHTudHbl. I HaobopoT, napameTpbl MOryT ObiTb YyBCTBUTESNbHbI K
PErncTpy unm HeT, B 3aBUCUMOCTHM OT UCMNOSb3yeEMOM KOMaHabl 1 NapameTpa.

KntoyeBble croBa 1M HEKOTOpble NMapameTpbl MOryT ObiTb COKpaLLEHbl, €CIN OHWU SABMSATCA
OOHO3Ha4YHbIMK. Hanprmep, 3Tn KOMaHabl UOAEHTUYHbI:

2Test# configure terminal = con terminal

2Test# show interface GigabitEthernet 1/5 capabilities = sh in g 1/5
C

18



ECTb MHOro KroyeBbIX CrOB, KOTOPble HAYMHAKTCA Ha "s", HO TOSTbKO OHO HaYMHaeTcH
Ha "sh"

EcTb Heckonbko KOMaH, KOTOpble HayvMHalTCa C "nokasatb i, HO TONbKO OAHA
HaunHaeTcs ¢ "nokasatb in"

KomaHpoa <show interface> wucnonb3yer Tmn nopta B KayecTBe napameTtpa. B
3aBMCMMOCTM OT annapaTHOM yHKUMM, BO3MOXHbl cregylowme BapuaHTtbl: Fast
Ethernet, GigabitEthernet, 2,5 rurabutHoro nHTepHeta, 5 rurabutHoro nHTepHeta n 10
rmrabutHoro nHtepHeta. Takum obpasom, "g" — 3TO yHuMKanbHaa abbpeBunatypa Ons
o6o3HaueHus GigabitEthernet

Mpn ykaszaHun wuHTepdenca (Hanpumep) 1/5 uHTepdenc uaeHTUPULMPYETCa Kak
npuHagnexawun kommytatopy 1, nopt 5. 3T0T napameTp He MOXeT ObITb COKpaLLEH U
AOIKEH ObITb yKa3aH NoSIHOCThIO.

Komanpa <show interface GigabitEthernet 1/5> moxeT BbiBOOUTH pasfnyHyto
MHopmauunio: YHKLMK, CTaTUCTUKY, CTaTyC U Apyryio nHdopmMaumio. B gaHHom criyvae
‘C’ — 3TO yHUMKanbHOe cokpalleHne ang o6o3HayvyeHns BO3MOXHOCTeN — capabilities.

Mpn HebonbLIOKW MNpakTMKe 3TO MNO3BONSAET BbIMOMHATbL BBOA C KNaBMaTypbl C BbICOKON
3(P(PEeKTUBHOCTBIO, OCOBEHHO B COYETAHUN C PYHKUMAMM KOHTEKCTHO-3aBMCUMOM CNpPaBKu
CLI (cm. KoHTekcTHO-3aBMcuMas Cripaska).

2.2.2 CwuHTakcuc

KomaHga onvcbiBaeTcs ee cuHTakcucom, Hanpumep: <show interface list> {status |

statistics | capabilities | switchport | veriphy}
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n
<show vlan> [ id <vian_list> | name <name> | brief]

CemaHTuHKa:

e KIIOYEBLIE CMNOBa BblAENEHbI XUPHBIM LLUPUATOM.

e napameTpbl BblAeneHbl KypCUBOM.

e [ ... ] ykasbiBaeT Ha Heobs3aTENbHYIO KOHCTPYKLMIO: OHA MOXET MpUCYTCTBOBaTb, a
MOXET M He NPUCYTCTBOBATb.

e { ...} ykasbIBaeT Ha rpyrnnupoBKY; KOHCTPYKLMM BHYTPU Hee npuHaanexar apyr apyry

e ‘|’ ykasbiBaeT Ha BbIOOp Mexay AByMs unu 6onee anbtepHaTnBamu (Hanpumep, a | b |
C, YTO yMTaeTcs Kak “a unn b unu c”).

Taknm 06pa3om, CUMHTaAKCMC NEepBOM KOMaHAbl NpocT: cHadana show, 3atem interface,
3aTeM CMUCOK WHTepdpericoB, 3aTeMm poBHO oauH u3 status, statistics,
capabilities, switchport un veriphy.

BTropas komaHga HemHoro cnoxHee: show n vlan ob6s13aTenbHbl, HO OCTanbHbIE NapameTpbl
N Kno4yeBble crioBa HeobsizaTenbHbl: NONb30BaTenM MOryT BBECTM id, MMs unu KpaTkoe
onucaHwue.

Hanpumep:

e OT06pasnTtb nHopmauuto o coctosaHun VLAN:
mydevice# show vlan

e OTtobpaxaTb MHGOPMALMIO O COCTOSHUMM YKa3aHHOro wuaeHTudwmkartopa VLAN:
mydevice# show vlan id 1

e OTobpaxaTb UHpOpMALUIO O COCTOSIHMM YKa3aHHOro nmeHn VLAN:
mydevice# show vlan name VLAN©OO2

e (mydevice#) — umsa xocra.

EcTb Heckonbko HemMHoOro ©Gonee CnoXxHbiXx OCOBEHHOCTEN CUMHTaKCUCa, KOTOpble
cocpenoTodeHbl BOKPYr nocriefoBaTesnibHOCTEN Heoba3aTenbHbIX 3IEMEHTOB, TakMX Kak [a]
[b] [c].
e Kaxpgoe 13 3HayeHun a, b, C MOXeT NPUCYTCTBOBATb, 8 MOXET U He NPUCYTCTBOBAaTb
(“a ¢” ponycTnmo, Kak 1 OTCYyTCTBME BBOAA)
e [lopsipok He BaxeH (“a ¢’ n “c a” sKkBMBanNeHTHbI)
e Kaxabll OONONHUTENbHbBIA 3fIEMEHT MOXET MNPUCYTCTBOBAaTb POBHO HU pasy unu
TONMbKO OAWH pa3s (He NOBTOPATLCS).
EcTb pa3Hble BapuaHThbl:
e [pynna onuun, n3 KOTOpbIX 4OMKHA NpUCYTCTBOBaTb XOTA 6bl ogHa: _BOS_ [a] [b] [c]
31
e [pynna onuun, B KOTOPbIX OAHA WM HECKOSNbKO Orfuuin UMEKT (PUKCUPOBaHHOE
nonoxeHwue: [a] {[b]} [c]
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e OJOTO roBoput 0 TOM, 4TO "b" HeobA3aTenbHO, HO €criM OHO MPUCYTCTBYET, TO OHO
OOJDKHO cnepoBaTb nocne "a" (ecnn npucytcteyetr "a") u nepeg "c' (ecnu
npucyTtcTeyet "c").

Hanpumep, npeanonoXxmm, 4To KoMaHaa UMeeT Takon CUHTaKCUC:

a [b] [c] {d | e} {[f] [0]} *1
TOrAa AONYCTUMbIMW MPUMEpPaMn BBOAA SBMAIOTCS:

e ‘adf", nockonbky "b" n"c" aenaiTcs Heoba3aTenbHbIMK, "d" BIBMpaeTca BmecTo "e",
a "f" BbibupaeTca B kayecTBe 0b6s3aTeNbHOrO He0bA3aTeNbHOro

e "adfg", nockonbky "b" n "c" aBnawTca Heoba3aTenbHbiMK, "d" BbiGMpaeTca BMeCTO
"e", n oba "f" n "g" BoIGMpaloTCs B nocneaHen rpynne Heobs3aTenbHbIX

e "a c b e g", nockonbky HeobsAsaTenbHbi napameTtp "b" onyweH, Bmecto "d"
Bblbupaetca "e", a ana obsasartenbHOro HeobsizaTenbHOro napameTpa BbibMpaeTca

llgll-

2.2 Wma v Hymepauus Ethernet nopta

WHTtepdenc Ethernet, wnn nopT, wuageHTUUUUpyeTca Tpemsa anemMeHTamu
MHOpMaUunK:

e Tun (FastEthernet, GigabitEthernet, 2,5GigabitEthernet, 5GigabitEthernet, 10
Gigabit Ethernet);

e K kakomy KomMmyTaTtopy OTHOCUTCA NopT (4ns cuctem 6e3 CTekKMpoBaHusa 3TO
3Ha4eHue Bcerga paBHo 1;

e Howmep nopta B npegenax Tuna n KommMyTtatopa (Hymepauma HadmHaeTcs ¢ 1
ANA Kakgoro Tvna, no3aToMy KOMMyTaTop MOXeT umeTb Kak GigabitEthernet
1/1, Tak n 2,5GigabitEthernet 1/1).

MHorne komangbl CLI noggoepxusatoT cnmcok nHtepdencos. B cBoen npocTenuen
dopme Takonm cnuMcok npepcraenseTr cobor nocnegoBaTenbHOCTb MHGOpMaumMm  (Tun,
noeHTUdunKaTop KommyTatopa, HOMep nopTa), pasgeneHHyio npobenom. Hanpumep:
GigabitEthernet 1/3 10GigabitEthernet 1/2. 310 no3sonseT cmelwwmBaTb pasfnu4yHbie TUMbI B
OZHOM CruCKe.

NoeHTudmkaTop KoMMyTaTopa U HoMepa NopTOB MOryT GbITb YkasaHbl NMbo B BUAe
oTAenbHbIX 4ucen, nubo B BuAe cnucka, nNMbo B Buae nocnegoBatenbHOCTU. ChMCOK
npeacTtaBnsieT coboi Habop OTAEeNbHbIX HOMEPOB MOPTOB WM MNOCNEAOoBaTENlbHOCTEN,
pasgeneHHbIX 3ansTbiMK, B TO BPEMS Kak NocreaoBaTenibHOCTb UMEET BUA: OT—/O.

BoT Heckonbko NpumMepos:
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e GigabitEthernet 1/5 ons egMHCTBEHHOrO rMrabmMTHOro nNopta ¢ HOMEpPoOM 5 Ha
kommyTartope 1

e GigabitEthernet 1/2,4,10-12 gns rurabutHbix noptoB 2, 4, 10, 11, 12 Ha
kommyTtartope 1

e GigabitEthernet 1-3/2 gna rurabutHoro nopta 2 Ha KommyTaTtopax 1,2un 3

Ana o6o3HayeHns Tvna u/vnn ngeHTudukaTopa KommyTaTopa u/munum NOPToB MOXHO
NCrnonb3oBaTh MOACTAHOBOYHLIM 3HAK, O3Havawwuri “Bce Tunbl’, “Bce unOeHTUUKaTOpbI
KommMmyTaTopa® M “BCe NOpPTbl” COOTBETCTBEHHO. [10ACTAHOBOYHLIN 3HAK MULWETCA COo
3BE304KOM BMECTO TuNa, ngeHTudukaTopa KoMmytatopa unv noprta, BO3MOXHbl U apyrue
COKpalLeHus:

e “*" 03HayvaeT “nopTbl BCEX TUMOB BCEX KOMMYTaTOPOB”
e Tun “* o3Ha4vaeT “BCe NOPTbl yKa3aHHbIX TUMOB BCEX KOMMYyTaTOpPOB™

[nsa HarnggHoOCTM NpuBEOEM HeCKOnbKo npumMepoB. [MpegnonoXxmnm, 4To B CTeke
eCTb [Ba KOMMyTaTopa C uaeHTudukatopamm kommytatopoB 1 u 3. Kaxabli KoMMyTaTop
nmeet 9 rrabuTHbIX NOPTOB U ABa nopTa no 2,5 rurabuta. 3atem:

e uHTepdenc * (unu: interface * * *) Bce nopTbl BCex TUMOB Ha BCeX
kommyTaTopax: GigabitEthernet 1,3/1-9 2,5GigabitEthernet 1,3/1-2

e uHTepdenc * 1/2 KommyTtatop 1, Homep nopta 2 Bcex Tunos: GigabitEthernet
1/2 2.5GigabitEthernet 1/2

e uvHTepcpenc * */2 Bce kommyTaTopbl BCex TWMOB, HOMep nopta 2:
GigabitEthernet 1,3/2 2.5GigabitEthernet 1,3/2

e uvHTeptenc * */4 Bce kommyTaTopbl, BCeX TWUMNOB, HOMep TnopTa 4:
GigabitEthernet 1,3/4

B pesynbTate OTCYTCTBYIOT 2,5-rurabutHble NopThl.
e uHTepdenc GigabitEthernet 3/* Kommytatop 3, Bce rurabutHble nopTbl:
GigabitEthernet 3/1-9
e uvHTepdenc 2.5GigabitEthernet * (unn: nutepdenc 2.5GigabitEthernet */*) Bce
2,5-rmrabutHble nNopTbl Ha BCeX KoMmyTaTtopax: 2,5-rurabutHoli UHTepHeT
1,3/1-2

Wildcards 6yayT BknwoyaTb MakcumMaribHO BO3MOXHbIM Habop MOPTOB, HO MOryT
BblgaBaTb coobueHne o6 owmnbke, ecnu onpeaeneHHbIn naeHTUUKaTop KommyTaTopa unm
HOMep rnopTa He CyLlecTByerT.

Hanpumep, 31K 3anucu aBna0TCA HEAONYCTUMbIMU:
e uvHTepdenc * 2/* Bce nopTbl BCEX TUMNOB Ha KOMMyTaTope 2, KOTOPbIA He
SABNAETCA YNEeHOM CTeka
e uHTepdenc * */100 Hn Ha ogHOoM KommyTaTope HeT nopta 100 noboro Tnna
e uHTepdenc GigabitEthernet */* 2,5GigabitEthernet 2/* Onatb e, cTek
KOMMYTaTtopoB 2 He CywecTByeT, MO3TOMy BeCb Habop cuuTaetcs
HeaencTBUTENbHbIM

22



JdonycTnmocTb onpegenseTcsa Ang Kaxgoro Habopa AaHHbIX (TUn, naeHTudukaTop
KOMMyTaTopa, NopT), CoOAepXalumx NoACTaHOBOYHbIE 3HAKW: pe3ynbTaT Ang aToro Habopa
cuMmTaeTcs OONyCTUMbIM, ecnv XOTs Obl OOWUH MOPT COOTBETCTBYET 3agjaHHOMY Habopy.
Cnncok HabopoB aencTBuUTENEeH, ecnu Bce Habopbl COOTBETCTBYIOT XOTS 6bl OAHOMY MOPTY B
KaXXaOM.

2.3 WUcnonb3oBaHue «ropa4vux knaeuw» B CLI

NHTepdenc komaHOHOM CTpPOKM npegoctaBnsieT Goratbii  Habop  Knasuu,
rnomorawwmx nonb3oBaTtento npu pabote € KOMaHOHOW CTPOKOW. PYyHKUMOHANbHOCTb
pasgeneHa Ha:

o [MpocToe penakTMpoBaHue CTPOK

° NcTopusa komaHa

. KoHTeKCcTHO-3aBMCHMas cnpaBka

. [nuHHbIEe KOMaHObl M pa3bunBka Ha CTpPaHMULbI

2.2.3 OcCHOBHbIe KOMaHAb! AN peAaKkTUPOBaHUA CTPOK

KOMAHOA ONEWCTBUE
Left/Right [MepemecTnTb Kypcop BreBo/BNpaBo
Home/Ctrl-A [MepemecTUTb Kypcop B Ha4asio CTPOKU
End/Ctrl-E [MepemecTUTb KypCcop B KOHEL, CTPOKU
Del/Ctrl-D YganuTtb CMMBOI Mpu HaBedeHuU Kypcopa
Backspace/Ctrl-H YganuTtb cCMMBOI cripaBa OT Kypcopa
Ctrl-N Delete YOanuTb BCKO TEKYLLYIO CTPOKY LIENIMKOM
Ctrl-U/Ctrl-X YpganuTb BCe CMMBOSbI CNeBa OT Kypcopa
Ctrl-K YganuTb BCe CMMBOIbI MOA KYPCOPOM 1 crnpaBa
Ctrl-W YganuTb OT Kypcopa [0 Hayana cnosa crnesa
TAB JononHnTL CNoBO aBTOMaTUYECKM

2.2.4 WUctopusa KomaHpg

B ceaHce coxpaHAeTcs HenocTosiHHad WUCTOpUS paHee BBEAEHHbIX KOMaHOHbIX
cTpok. ictopua moxeT cogepxatb oo 32 ctpok. Nocne 3anonHeHns B HOBOW CTpoke byaet
yOaneHa camas ctapasi 3anuchb.

KOMAHOA DENCTBUE
Up/Ctrl-P MpegbiayLiasa cTpoka B UCTOPUKM KOMaHA
End/Ctrl-E Cnepgylouwasa cTpoka B UICTOPMM KOMaHA
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KonuyectBo CTpOK, COXpaHsSeMblX B MUCTOpMM [ONsi TEKyLero ceaHca, HacTpavBaeTcs B
AnanasoHe ot 0 go 32, rae 0 NONHOCTBLIO OTKIKOYAET UCTOPUIO.

MNpocmoTpeTb uctopuio komaHa: # <show history> [ENTER]

2.2.5 KoHTeKCTHO-3aBUCUMas cnpaBKa

B ICLI peann3oBaHO HECKOSNbKO COTEH KOMaHA, OT CaMblX MPOCTbIX A0 OYEeHb
CNOXHbIX. [MO3TOMYy KpanHe Ba)kHO, YTODObI Nonb3oBaTento Gbinia NpegocTaBnieHa NOMOLLb B
BBOJE CUHTaKCUYECKM NpaBUSbHbIX KOMaH, a TakkKe B NMOUCKE COOTBETCTBYIOLUUX KOMaHA.
OTU 3aa4ym NoaaepPXmMBaTCa PYHKUNAMUN KOHTEKCTHO-3aBUCMMOWN CPaBKMU.

opsiune KnaBULLM KOHTEKCTHO-3aBUCMMOM CrPaBKu:

KOMAHOA DENCTBUE
? lMokasaTb cnegyroumMi BO3MOXHbIA BBOJ U onucaHue
??/Ctrl-Q [MokasaTb CMHTAKCUC BO3MOXXHbIX KOMaHA
TAB Moka3aTb crnegyoLwmn BO3MOXHbIN BBOA 6€3 onvcaHmsa unu
pa3BepPHYTb TEKYLLIEe CMOBO, eCN OHO OAHO3HaYHOEe

B KOHTEKCTHO-3aBMCMMOW CripaBke OTODOpa)alTCs TOMbKO Te KOMaHAbl, KOTOpble
[AOCTYMHbI HA TEKYLLEM YPOBHE NPUBUIIEMNIA CeaHca.

Authentication, Authorization and Accounting methods

Access Llist
System logging message
2Test#

Mcnonb3oBaHMe KOHTEKCTHO-3aBUCUMOW CrpaBKM O4YeHb npoctoe. [lpaBuno:
KOMaHAa «3HaK BOMnpoca» MnokasbiBaeT BCe BO3MOXHble KOMaHAbl MHTepdenca B AaHHOM
MeHI0, kKoMaHaa « Tab» 3aBepLuaeT BBOA KOMaHAbl NOCre NepBO/BTOPON ByKBbI.

2.2.6 [OnNuHHbIE CTPOKU U pa3duMBKa Ha CTpaHULbI

KoHdurypauusi ceaHca onpefensieT LWWPWMHY TepMuHana B CUMMBOMax M AfMHY B
CTpokax. OTWU napamMeTpbl UCMOMb3YyTCA AN ynpaBreHus o6paboTkoM AMMHHBIX CTPOK
BBOAA W pas3buBKOM MHOFOCTPOMHOrO BbiBOAA Ha CTpaHuubl. bonee nogpobHyto
nHpopmaumio 06 U3MEHEHMM ITUX MapamMeTpoB cM. B pasgene «O6wue cBedeHust o
napameTpax TepMuHana».
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[nvHHbIE CTPOKM BCTynakwT B Cury, Korga AfvHa CTPOKU MNpeBbIaeT LUUPUHY
TepMMHana 3a BblMETOM MOAcKasku. B 3ToM crnyyae 4vacTb CTpoku OyaeT ckpbiTa OT
oTobpaxeHusi, YTo obosHayaeTcs cumBorom "$" B Hauyane u/unn KoHue BUMAMMOM YacTu
CTPOKM.

Pa3buBka Ha CTpaHuUbl MOSABMSETCA KaXAbl pa3, Koraa BbINOMHEHWE KOMaHApbl
NPUBOAMT K BbIBOAY GONbLUEro KonMyecTBa CTPOK, YeM ObINO HACTPOEHO B Ka4eCTBe AJUHbI
TepMuHana. TUnNUYHbIM NpUMEpoM SABMnsieTcs BbiBog <show running-config>. lNocne
BbIBOZA NEPBbIX HECKONBKNX CTPOK OTOOpaXkaeTcs 3anpoc Ha pa3buBKy Ha CTpaHMULbI:

-- more --, next page: Space, continue: g, quit: ~C

3T «ropsiune KnasBuLLIMY YNpaBnstoT pa3brBKoN Ha CTpaHMLbI:

KOMAHOA OEUCTBUE

Enter OT06pa3nTb cneayoLLy CTPOKY BbiBOAA

Space OT06pa3unTb cneayoLLy CTpaHuuy BbiBOAA

G OTobpaxkaTb OCTaBLUYKCHA YaCTb BbIXOOHbIX AaHHbIX 6e3
OO0NOMHUTENbHOM pa3buBKN Ha CTpaHULbI

Q/Ctrl+C 3aBepLunTb BbIBOA MHGOPMaUnn

Any other key OTo06pa3uTb criegyoLLyto cTpaHuuy BbiBoga. HekoTopble
Knasuwmn TepMmuHana (ctpenku, Home, End u 1.4.) moryT
oTobpaxaTtbcs B CLI B BUAe HECKONbKNX CUMBOJIOB, YTO
NpuMBOAMT K BbICTPOMY BbIBOAY HECKOIbKMX CTPaHuUL
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| | noapsia. |

AnvHy TepMmnHana (Takke MHoraa HasblBaeMyo BbICOTOW) MOXHO HAcTpOUTb AN
TEKyLLIero ceaHca ¢ nomotubto komaHabl <terminal length lines>. Ecnu BBegeHo
3HayeHue lines = 0, pa3buBka Ha CTPaHWLIbl OTKITOYEHA.

Ctrl+z — n3 pexxuma obLyen koHurypauumn 6eICTPo BepHYTHCA B pexum # [EXEC].

Ctri+C — npekpaTtuTb BbIBO, 3anNpoLleHHON nHdopmaumm

2.4 OunbTpauma BbIXOOHbLIX AaHHbIX KOMaHA

B GonblUMHCTBE Cry4aeB BbiXOAHbIE AaHHble KOMaHg MOryT OblTb OT(UNLTPOBAHbI.
MO>XHO OrpaHVMYMTb BbIBOA TONMBLKO TEMU CTPOKaMU, KOTOpbIE COOTBETCTBYHOT OnpeaereHHoN
noacTpoKe uUnu uHMuumpytoT ee. [loctynHa cneayowas ounbsTpauus:

e Hauyatb — oTOGpasuTb NepByld CTPOKY, KOTopasi COOTBETCTBYET, U BCe
nocrneayoLime CTPOKM;

e BkMOYMTbL — 0TOGPA3UTL UMEHHO T€ CTPOKM, KOTOPbLIE COOTBETCTBYIOT;

e VICckniounTb — 0TOOpPasnNTb MMEHHO Te€ CTPOKWU, KOTOPble HE COOTBETCTBYIOT. B
CTPOKE YYUTLIBAETCH PEMUCTP CUMBOJIOB.

CwuHTakcuc:
command |’ { begin | include | exclude } string

BeBeoute «komaHgy, KOTOpas reHepuvpyeT HEeKOTOpbI BbIBOA4 WH(opMauuu,
N3HavanbHO unbTpaunsa He BbINOMNHAETCS, Hanpumep <show users>
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OTunbTpymnTe, 4TOOLI BKIIOYNTE KOHKPETHOE CMOBO B KOMaHAy <show users>:

e BKMHOYUTb UMSA Norb3oBaTensg admin.

e VCKNIOYUTb BCE CTPOKKU, cogepxatwiune "0’ (Homb)

HayHuTe BbIBOA AaHHbIX, KOoraa 6yaeT HangeHo onpegeneHHoe CrioBo:

2.5 T[loHATKA pexunma n nogpexuma

B CLI peanu3oBaH psg peXxvMmoB, KOTOpble YyNpaBnsaoT JOCTYMNHbIM HAGOPOM KOMaHA.
Pexumbl Takke 3aBUCAT OT YPOBHS MPUBUIErNA NOSib30BaTerIsl; HEKOTOPbIE PEeXUMbl UMn
KOMaHAbl OOCTYMNHbI TONbKO aAMWHUCTpPATOpaM, B TO BPEMS KaK ANa Opyrux He Tpebyetcs
HUKaKUX NpuBUMernin, KpoMe Bxoaa B CUCTEMY.

B CLI kommytaTtopa «[lpodullnoc» cepumn PT536300 cyuiectByeT TpuM OCHOBHbIX
pexuma: [EXEC], npusunernposaHHbii [EXEC] n [Config]. B pasgene Config cywecTtsyer
HEeCKONbKO nogpexumos. [logpexumbl MO3BONSAT HacTpauBaTb onpegeneHHbie VLAN,
nHTepdgencol Ethernet n T.4.

Pexum/ Poautenbckum Ha3HauyeHue
NoApPEeXUM pexum

Pexnm ¢ cambiMn HU3KUMW NPUBUNIETNAMM;
ncnonb3yetca ana 6a3oBOro MOHMTOPWUHIA CUCTEMBI.
EXEC Kak npaBuno, He No3BoNnsieT BHOCUTb N3MEHEHUSA B
cucTemy.
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Komanga: HeT
N3o6paxeHne: hostname>

EXEC

MpuBMnernpos.

EXEC

MpvBMNErMpoBaHHbI PEXUM; NO3BONAEeT
HacTpamsaTb M BHOCUTb ApYrMe U3MeHeHu s B
cuctemy.

KomaHpa: Aa

N3o6paxeHne: hostname#

Config

EXEC

MpuBMnernpos.

Pexum koHdurypaumm
Komanga: configure terminal
N3obpaxenune: hostname(config)#

VLAN Config

Config

Moapexum koHdurypaumm n aktsaumm VLAN
Komanga: vlan vlan_id_list
N3obpaxenue: hostname(config-vlan)#

VLAN
Interface
Config

Config

Mogpexum koHpurypaumm nHtepderica VLAN

Interface
Config

Config

Mogpexum koHurypaumn Ethernet noptos
KomaHga: interface type

Pexum/
noAapexum

PoauTtenbckum

pexum

Ha3HauyeHue

Line

Config

Moapexxum KoHUrypaumm TepMuHarbHbIX IMHUNA
Komanpa: line { con | vty } line_num
N3obpaxeHne: hostname(config-line)#

IPMC
Profile
Config

Config

Moapexxum HacTponkn Npodunen MHoroagpecHom
paccbInkn

KomaHga: interface type
N3obpaxeHune: hostname(config-if-vlan)#

SNMP
Server Host
Config

Config

Moapexum koHdurypaumm xocta SNMP-cepBepa
KomaHnga: snmp-server host host_name
N3o6paxkerne: hostname (config-snmps-
host)#

DHCP Pool
Config

Config

Mogpexum koHdurypauuu nynos DHCP-knneHToB
Komanga: ip dhcp pool pool_name
N3o6paxerne: hostname (config-dhcp-
pool)#

STP
Aggregatio
n Config

Config

Moapexum koHdurypaumm arperaumm STP
KomaHga: spanning-tree aggregation
N3o6paxerue: hostname (config-stp-

aggr)#

Komanga: interface vlan vlan_id_1list
M3obpaxerune: hostname(config-if-vlan)#

M3obpaxenHune: hostname(config-if-vlan)#

[Monb3oBaTenb MOXET nepeknoyYaTtbCsad Mexgy 9TUMUM  pexnmMamn, UCNosb3ys
onpeaeneHHble KOMaHabl, B 3aBUCMMOCTU OT YPOBHS NPUBUMErnini NONb30oBaTeNs U TEKyLLEero
YPOBHS NPUBUIIETMIA CeaHca.

HayanbHbI pexum onpegensieTca ypoBHEM NpUBUIIErMi Norib3oBaTens, BoweaLwero
B cucremy. Ecnn yposeHb npuBunermn paseH 0 unm 1, nonb3oBaTtenb HABNAETCH
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HenpuBUMIErMpoBaHHbIM U MepexoauT B PeXUM BbIMONHeHUs (HenpusunernpoBaHHbLIN).
Ecnn ypoBeHb npuBunernn Bbllle, CeaHC HaYMHAETCH B MNPUBUNENMPOBAHHOM peXuMe
BbIMOSTHEHUS.

Monb3oBaTenb MOXET MOBbLICUTb YpOBeHb npusunerni B pexume [EXEC] no 6onee
BbICOKOIO 3Ha4yeHWsi, ecnn Ans 3TOro ypoBHA Obifl HACTPOeH Maponb BKAKYEHUS. 3TO
MOBbILLEHNE OCYLLECTBMASETCH C NOMOLLbIO KOMaHabl <enable level>, rge ypoBeHb — 3TO
3Ha4veHue oT 1 go 15. O6paTHas onepauus (NMOHWXEHUE YPOBHS MPUBUMErMIN) BbINOMHAETCA
C nomMoLLbio KomaHgbl disable (OTKNIOUNTL).

Mocne nepexoga B npuBunerpoBaHHbii pexunm [EXEC] MOXHO nepentn B pexunm
obLien KoHdurypaumm, BbIMONMHUB KOMaHZy <configure terminal>. [nsa Beixoga u3
pexnma obLien KoHpurypaumm Beegute <end> nnn <exit>, a satem Haxmute [Enter] nnm
coyeTaHue knasuw Ctrl-Z.

Hoctyn K nogpexumy KoHdwurypauum (Hanpumep, K uHTepdencam Ethernet)
OCYLLIECTBNAETCA 4Yepe3 pexum oblier KoHdurypaumm wunu Opyron nogpexvm. Takum
o6pa3omM, MOXHO NepenTn HenocpeacTBeHHO u3 nogpexmma VLAN, Hanpumep, B Nogpexum
nHTepdgenca Ethernet.

Taknm 06pa3oM, KaXAbIN PEXMM U NOAPEXUM peann3ytoT 06nacTb 4ENCTBUS KOMaHA.
BHyTpu Kaxxgoro pexvma JoCTynHO onpeaeneHHOe NOAMHOXECTBO KoMaHA. YTobbl nepenTtu
K ApyrMM KoMaHaam, o6bl4HO HEOBXOOUMO M3MEHUTb PEXMM/MOAPEXNM. DTO HeOBX0AMMO,
NMOCKOMbKY B pasHbIX peXxmmax ecTb KOMaHAbl C oguMHakoBbiMW npedumkcamu. Hanpumep,
CYLLEeCTBYIOT KOMaHAbl, KOTOpble Ha4YnHatTcA ¢ "ip" B pexumax [NpusunernposaHHbin EXEC,
o6wen koHdpurypauum [terminal config] 1 VLAN KoHdurypaums nitepdenca.

N3 aToro npasuina eCtb ABa UCKIMIOYEHUA:

Haxogacb B nogpexume KOHurypauuu, AOCTyn K KOMaH4aMm pexuma obuien
KOHUrypauum BO3MOXEH MNPU YCIIOBUM OTCYTCTBUSA [OBYCMbICIIEHHOCTU. BbinonHeHue
KOMaHAbl o6Len KoHUrypaumm npuBoanT K BbIXOAY M3 NOAPEXNMa.

KomaHgpb! pexuma [EXEC] (kak npuBunernpoBaHHble, Tak U HENPUBUITErMPOBaHHbIE)
AOCTYMHblI U3 pexuma obuwien KoHdurypaumm wmnu OQHOro M3 MOAPEXMMOB C MOMOLLbLIO
KomaHgpbl <do>.

2.5.1 WUcnonb3oBaHue KOMaHAbl <do> B noagpexume

Komanga <do> 6epeT npon3BonbHY0 koMaHaHyt cTpoky M3 [EXEC] v BeINnonHSAET ee.
B cnegytouwem npumepe nonb3oBaTtesib XxodeT udaMeHuTb |IP-agpec B uHtepdgernice VLAN 1 u
ncnonb3yeT npedukc <do> ons NpoBEpPKM TEKYLLLEro agpeca, HaXO4ACh B NoApexXnve.
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Haxogsack B pexvme [EXEC] HeT HeobxoamMMocTh ncnonb3oBaTb Npeduke <do>.

2.5.2 TpaH3uT pexumoB B CLI

Ha PUCYHKE TMOKa3aHbl BO3MOXHble nepexoabl Mexay OCHOBHbIMM peXnMamMun U
nogpexnmamu, a Takke HeKOTopble N3 KOMaHA.

.-"...E!.OSI'-.-'ID}KHU“..'W, / " Configure \ ~ROMaHABI ™
| terminal [ BXOopagE
/ \ / \ / \Dﬂpemv/ \
MpMBUNErND AR
EXEC |koncpurypaus| MOADENRMMEI) .'
\ / \EXEG/ Cunfg \ / J
apyrve
N HEBO3MOKHO / '\ N end; E)CIt-'"‘Z extunne /' nogpexumsl
- __ — . conflg
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2.6 lMoHATMe YpOBHA NpuUBUIIErUn

YpoBeHb NpuBUNErnn — 3TO 4Yucrno B AnanasoHe oT 0 go 15 BknouutensHo, rge 0
(Honb) sIBReTCA caMon HM3KOW npuBunernen. Homb npuceavBaeTca ceaHCy Nosib3oBaTens
1 ncnone3yetcs Ang onpegeneHns goctyna k komaHgam CLI. JocTynHbl TONbKO KOMaHObl C
Takum xe unm 6onee HN3KMM ypoOBHEM NPUBUNETUN.

Y Kaxgoro nonb3oBaTesis Ha YCTPOUCTBE €CTb YPOBEHb NPUBUNETNMN NO YMOSYaHMIO,
KOTOPbIN KOMUPYEeTCHA Ha YpOBEHb MNpuUBWUIIErMn ceaHca npu Bxogde B cuctemy. OpHako
nofb3oBaTeflb MOXeET W3MEHWTb YPOBEHb MPUBUNErMM CeaHca, BbINOSIHMB KOMaHAbl
BKMIOYEHUS UNN OTKINIOYEHMS. DTO MOXHO UCMONb30BaTh, HANPUMEp, CreayLwmm obpasom:

e Y4yeTHas 3anucb Nonb3oBaTens HacTpoeHa Cc yposHeM npusunerum O;

e Bcakuii pas, korga nonb3oBaTtento TpebyeTcs BbINOMHUTL KOMaHAbl ¢ Gonee
BbICOKMMU MPUBUIErMSIMK, TMOfb30BaTeNlb MEHSIeT YpPOBEHb NpuopuTeTa
ceaHca, BbINOMHSET HeobXoauMble KOMaHAbl, a 3aTeM BO3BpallaeTcss K
YPOBHIO MpMopuTETa NO YMOSYaHMIO.

HocTyn K ypoBHsIM C 60nee BbICOKMM NPUOPUTETOM LOMKEH ObITh 3aluLLEH NaposieM
C nomMowpblo KOMaHg <enable password> mnu <enable secret> B pexunme obuien
KOoHpurypaummn. OCHOBHOE pasnuyne Mexagy HUMKU 3aknidaeTca B TOM, oTobpaxatTcsa nu
naponv B BUAe OTKPbLITOro TEKCTa U B 3aumdpoBaHHOM Buae B dpannax running-config w,
cnepfosartenbHO, B Startup-config.

BBog napons Takke MOXeT OCYLLEeCTBMATbLCA B 3aluMpoBaHHOM Buae unv B BuAe
OTKpbITOro TekcTta. llocnegHun ucnonb3yeTcs, Korga onepaTtop BBOAUT HOBbIM Maporsib,
NOCKOSbKY onepaTop, Kak npaBuno, He 3HaeT 3amdpoBaHHy0 (hopMy Napons.

Beoaumbin naponb oTobpaxaeTcs B 3awmdpoBaHHOM Buge. [lo ymonyanuio
nonb3oBaTtens admin umeeT 15- ypoBeHb MpUBUNErMK, YTO SABNSETCH MaKCUMarbHO
BO3MOXHbIM.

2.6.1 Hactpouka ypoBHS npuBunerum

B cnegyowem npumepe HacTpauBaeTca Napofb 15-ro ypoBHA € nomowbo enable
secret, npoBepAeTCA NonyyYeHHast KOHUrypauns, a 3atem cHoBa yaansetcsa. CekpeT MOXeT
OblTb BBEAEH KaK OTKPbITbIM TEKCTOM, Tak U B 3awudpoBaHHoM Buge. Lindpa ykasbiBaerT,
Kakowm Tun crnegyeT 3a HUM B KOMaHOHOW CTPOKe:
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B naHHom cny4yae: Unencrypted (HesawudpoBaHHbin). Janee cnegyet nnbo ypoBeHb, AN
KOTOpPOro HacTpauBaeTcsa naponb, nnbo, ecnn ypoBeHb He YykasaH, naponb gna 15-ro
YPOBHS:

Takum obpasom, cregyoLlme e KOMaHAbl CEMaHTUYECKM NOEHTUYHDI:
(config)# enable secret O my-secret

(config)# enable secret O level 15 my-secret

Mocne BBoga NOBON M3 3TUX KOMAHL MOXHO MPOBEPUTb TEKYLLYIO KOH(Urypaumo, YToObl
yBUOEeTb 3aunMdpoBaHHYO hopmy:

UToObl yaanutb naponb, ucnonb3ynte dopmy "no" (3Tm gBa napameTpa CeMaHTUYECKU
3KBMBAIrieHTHbI Ansa ypoBHsa 15):

(config)# no enable secret
(config)# no enable secret level 15
Mocne BBOAA KOMaHAbl MPOBEPUTL TEKYLLYIO KOH(PUIypaLuo Kak Npy yCTaHOBKE Naponsi:
(config)# do show running-config | include enable
PesynbTar:
mydevice(config)#

Maponb yaanéH.
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2.7 TMapameTpbl TepMUHanNa

Kaxxgbln BXOA4 B CMCTEMY cO3AaeT ceaHc, byab TO Yepes nocrnefoBaTenbHbIA NOPT
«KOHconb», telnet wnn ssh. CeaHC uvHUMUManNUM3MpyeTcsa napameTpamMu, KoTopble
HacTpamBaltTCa B NOAPEXNME NIMHEMHOW KOHMMrypauumn, HO GOMbLUMHCTBO M3 HUX Takke
MOXHO M3MeHuTb B pexunme [EXEC], noka ceaHc aktuBeH. OgHaKo Takme U3MEHEHUs! He
SABNSAOTCA MOCTOSIHHBIMUA U TEPSAKOTCA NPU 3aBepLUEHUN ceaHca. B Tabnuue nepeyuncnesbl
AOCTYMNHblE NapaMeTpbl U PEXUMbI, B KOTOPbIX MOXXHO HAaCTPOUTb KaXabl U3 HUX.

MapameTp Pexum OnucaHue
Editing Exec, Line BkntoyeHne/oTknoYeHe NpoKPYTKN KOMaHAHON
CTPOKM
exec-banner Exec BkritoueHune/BbIkoYeHe oTobOpaxeHnst baHHepa

Exec (HacTpamBaeTtca ¢ nomouybto ‘banner exec ...")
Tanmep 6e30encTBUs; aBTOMATUYECKNA BbIXO U3
exec-timeout Exec, Line CUCTeMbI Mocrie onpeaeneHHoro nepuoga
G6e3genctenga. Hyneeoe 3HayeHue OTKNOYaeT
aBTOMaTUYECKU BbIXO4 N3 CUCTEMBI

history Exec, Line AnvHa 6ydepa ncrtopun kKomaHg

Length Exec, Line KoHeuHas anuHa B cTpokax, ucnonbsyemas ans
pa3buBkKn Ha cTpaHuLbl. Honb oTkNoYaeT pa3dusky
Ha CTpaHuUbl.

Location Line CTpoka TekcTa, onuncbiBatoLLas MeCTOMNOIIOXEHNE
TepmuHana (Hanpumep, “Server room”)
motd-banner Line BkritoueHune/BbIkoveHMe oTobpaxeHust 6aHHepa ¢

coobueHnem gHA (HacTpamBaeTCs C MOMOLLbIO
‘banner motd ...")

privilege Line Pacnpegenntb NpMopuTeT NO YMONYaHUIO

width Exec, Line LLnpuHa TepmuHana B cumBonax, UCcnonb3yemas
AN pa3bvBKM Ha CTPaHULbI.

B Ttabnuue nepedncneHbl 4OCTYNHbIE NapamMeTpbl U PEXMUMbI, KaXabli U3 KOTOPbIX
MOXET OblTb HACTPOEH.

Cuctema nogaepxmBaeT OgMH ceaHc nocnegoBaTenbHONM KOHCONU 1 Ao 16 ceTeBbIX
ceaHcoB. CeaHC KOHconM HasbiBaeTca “‘console 07, Torga Kak Kaabli CETEBOM CeaHC
HasbiBaeTcsa “vty X” , roe vti - 310 cokpaweHue ot Virtual TTY, a X - 3Ha4eHue ot 0 go 15.
KoHdurypauusa oTtobpaxkaeTcsa B HWXKHEW 4YacTu running-config v BbIrnagut cneaylowmm
obpasom:
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[na kaxgoro vty MOXHO ykasaTb pa3Hble HacTPOWKM, HO, Kak MpaBuIio, aTo He
pekoMeHOyeTCs, MOCKOSbKY HEBO3MOXHO CBA3aTh Bxoasuee ssh-coeanHeHve unu telnet-
coeIHEeHNE C KOHKPETHbIM Vty.

B aTom npumepe nokasaHo, Kak U3MEHUTb HEKOTOPbIE 3HAYEHNSA ANA TEKYLLEro
ceaHca un ansa Bcex dyayuimx ceaHcoB koHconu. CHavana npoBepbTe TEKYLLME HACTPOMKU
ansa atoro ceaHca <show terminal>:

3atem yctaHoBUTE 3Ha4yeHue terminal length paBHbIM HymtO, YTOBObI OTKIHOYNTD
pa3bueHne Ha CTpaHuLbl, N 3Ha4YeHne exec-timeout paBHbIM HYNIO, YTOObI OTKIHOYNTD
aBTOMaTU4YECKUN BbIXOA N3 CUCTEMBbI:
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[anee Mbl genaem TO e camoe, HO Ana Bcex OyayLmMX KOHCOSbHbIX CECCUN.
O6patnte BHMMaHue, YTO KOMaHObl He umelT npedumkca "terminal" ("gnuHa TepmmHana"
nnu "length").:

e e e (D

HakoHew, coxpaHuTe koHdurypaumio B hamn startup-config, 4tobbl caenatb ee
NOCTOSAHHOMW:
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. HACTPOWKA CUCTEMbI

N3meHeHNss B KOHUrypauu CUCTEMbI MOryT OblTb BHECEHbl TOMIbKO B pPeXuMMe
obwen KoHdurypaumm n eé nogpexmmax, 3a UCKNIYEeHnem criydaeB paboTtbl ¢ dannamm
KOHpUrypauunm wnu nepesarpyskM HacTpOeK Mo yMonyaHuw. JTOo Jernaetca B
npusunernposaHHom pexvme [EXEC]. NocnegosBaTenbHOCTb AENCTBUIA ONMCaHa HUXeE.

e [loBbiCbTe ypoBeHb npusunernn go 15.

e Bongure B pexum obuen HacTponkm <configure terminal>.

e BBegute cooTtBeTcTBylOWME KOMaHAbl HacTpownku. [Mpyu HeobxogmmocTn
nepenguTe B NogpeXunMbl U BBEAMUTE COOTBETCTBYOLLME KOMaHAb! TaMm.

e Bobwmgute ns pexunma obLen HaCTPOMKN.

e [lpoBepbTe KOHUrypauumio.

e CoxpaHute koHdurypaumo Bo Flash: <copy running-config startup-
config>.

3.1 LWabnoH KoHdurypauum

B aTom npumepe umsa xocta un IP-agpec VLAN 1 HacTpoeHbl, NpoBepeHbl U
coxpaHeHbl. Bongute B pexum obuuen koHdurypaumm <configure terminal>. HusHaute
xocTy umsti: <hostname 2test>.

Mma xocta HasHauveHo: «2test». |P-agpec kommyTatopa 3agaeTcd C MNOMOLLbO
nHTepcgenca nogpexuma VLAN komaHgoa Ha Bxog B nogpexum HacTtpouku VLAN:
<interface vlan 1>,
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Boiiante 13 pexuma obwen koHgurypaumm <end> — BepHutecb B pexum [EXEC].
MpoBepbTe 1 BEpUOUUMPYINTE TEKYLLYIO KOHdUrypaumo <show running-config>.

HononHutenbHas nposepka: OTobpaxeHune |P-uHTepdencoB M HasHayeHHoro |P-
agpeca u ctatyca: <show ip interface brief>.
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OTkas, nosiBunack ctpoka: % Invalid word detected at '~' marker.

CvmBon "' roBopuT 0 TOM, YTO TaKOW KOMaHAbl HE CYLLECTBYET, HO MOXHO U3BMeYb
CTPOKY C MMeHeM XocTa 13 danna running-config ¢ nomowbto punbTtpa: <show running-
config | include hostname>

[Mocne BBOAa KOMaHAbl NOA4 HEW NOSBUIIOCH UMSA XocTa «hostname 2test». CoxpaHute
KOHurypauwmto Ha Flash.

3.2 COpoc unu ypaneHue KoHcpuUrypauum ¢ nomMoLlbr hopMbl «KNO».

MoXHO ymanuTb onpefeneHHble 3MeMeHTbl KOHdUrypauum Wnn BepHYyTb UX K
3HayYeHnsaAM no ymomnyaHuio. NoyTn Kaxpgas komaHga HacTpOWMKUM MMEEeT COOTBETCTBYHOLLYIO
dopmy «no». dopma "no" CUMHTaKCMYeckM aHanormyHa (HO He obA3aTenbHO WAEHTUYHA)
KOMaHOe HacTpowku , HO Nnbo cbpacbiBaeT napaMeTpbl 4O 3HAYEHWUA MO YMOSYaHUIO OIS
HacTpavBaeMmoro aneMeHTa, K KOTopoMmy obpaljaetcd nonb3oBaTterib, NMB0 MOMHOCTLIO
yAanseT aneMeHT. Bo MHormx cny4dasx "no" moxeT OblTb NpounTaHo kak no(t), oTnu4Hoe ot
HaCTPOEK MO YMOJSTHaHWUIO.

Monpobynte npumeHutb "no" ana yaanenuns I|P-agpeca u 3atem npoBepbTe
KOHpUrypauuo cM npumMmep Huxe.

Onepaumm "no" MOXHO paccmaTpuBaTb Kak COPOC K 3HAYEHMIO MO YMOSYaHWUo, npu
aTom IP -agpec no ymon4yaHuio He UCrornb3yeTcs.
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O6bI4HO Nonb3oBaTbCs GOPMOK "nO" 0YeHb yOOOHO, HO B HEKOTOPLIX Cryvasix MOXeT
npuBECTU K HeoXuaaHHbIM pesynbTatam. Hanpumep, OAM MEP wmoxeT HacTpouTb
NPOBEPKY HEMNPEPBLIBHOCTN C NOMOLLbIO "mep <HOMep> cc <npuopuTeT> ..." n cbpocutb ee c
NMomoLLbo ‘N0 mep <Homep> cc’. OgHako, nockoribky MEP yganaioTcs ¢ noOMOoLLblo KOMaHAabl
"no mep <num>", MOXXHO HenpegHaMepeHHo yaanuTb cywecteytowmn MEP, BBegsa "no mep
10 ccc" — pononHutenbHasa Gykea "c" 03Ha4aeT, YTO NocrneaHee CroBO He pacno3HaeTCa Kak
"cc", YTo npmeBoaUT K coBnageHuio MEP komaHOa yganeHus BMeCTO XXeflaeMon KomMaHAabl

reset-CC.
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IV. YNPABJIEHUE MNOJIb3OBATENAMU

B aton rmaBe onucaHo ynpasreHune fnokanbHbIMU NOSib30BaTENSMU HA YCTPOWUCTBE.
YnpasneHue nonb3oBatenamm RADIUS n TACACS+ BbIXoOUT 3a paMku [aHHOrO
AOKyMeHTa. B cuctemMe MOXHO cO34aTb HECKONbKO YYeTHbIX 3anmcen Monb3oBaTtenen.
Kaxkgas yyeTHasa 3anvcb nonb3oBaTtenst MMeeT Habop HacTpaMBaeMbix aTpmMbyTOB:

¢ /IMsa nonb3oBarend
e [laponb
e YpoBeHb NpuBUniernim

Bce aTpubyThl HacTpamBalOTCA C NOMOLLLIO OOHOW U TOW Xe KOMaHAbl - username.

Nma nonb3oBatens <username> npuBunerns <priv> 3awmngpoBaHHLIA Naposb
<encry_password_1>
[ <encry_password_2>]

No username <username>
Nno username ygandet gaHHY YY4ETHYH 3anncCb nofb3oBaTend.

4.1 [JoGaBneHue, N3IMEHEHUe " vyAaneHue nonb3oBaTenA

B cneaytowem npumepe [obaBnsioTca OBE Y4YeTHble 3anucu nonb3oBaTenen ¢
pasHbIMM YPOBHSIMU NPUBUIErUIA, NPOBEPSIETCA KOHUrypauust U cHoBa yaansieTcs oAHa
yyYeTHas 3anucb, UCMONb3ys <NO username>.

OTobpasunTe Tekywmnn Habop y4eTHbIX 3anmcen NoKanbHbIX NOfb30BaTENEMN:

<show running-config | include username>

HobaBbTe OBe y4eTHble 3anucu, "operator" n "monitor". MNaponu npegoctasnalTCA B
HesawwudgpoBaHHoM Buae. KomaHpa: username [umA y4 3anucu] privilege 10
password unencrypted [naponb]
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MNpoBepbTe NPaBUIBHOCTb BBEAEHHbIX AaHHbIX. O6GpaTuTe BHMMaHWE, YTO Maponu
oToGpaxaloTcs B He3awndpoBaHHOM BUAE:

4.2 Hactpouka ypoBHSA nNpuBunernm

YpoBeHb npuBunerun nonb3oBatend. donyctumblin guanasoH - ot 0 go 15. Ecnu
3HayeHue ypoBHA NpuUBUNErMn paBHo 15, OH MOXeT NONy4YuTb JOCTYN KO BCEM rpynnam, To
eCTb eMy NnpefocTaBnsAeTcs MOSHbIA KOHTPONb Hag YCTPOMCTBOM. HO Apyrve 3HadeHus
OOJDKHbI OTHOCUTBLCA K YPOBHIO MPUBUMErNA Kaxaown rpynnel. [MpuBunernn nonb3oBaTtens
AOIMKHbI ObITb TaKMMKU XKe UNM NpEBbILWATh YPOBEHb MPUBWUNErMA rpynnbl, YTOObl MMETb
AocTyn Kk aton rpynne. o ymonyaHuto gns 60onblUMHCTBA rpynn ypoBEHb NPUBUNETNA 5
nMeeT OOCTYN TOMbKO Af15 YTeHUs, a ypoBeHb npusunernn 10 - anga YyteHna u 3anucu. A ans
obcnyxmMBaHUsA cuCTeMbI (3arpy3ka nporpaMMHoro obecnedeHuns, 3aBOACKME HACTPOMKM MO
ymonyaHmio u T1.0.) TpebyeTcs ypoBeHb npuBunermn nonb3oBaTtens 15. Kak npaswuno,
YypOBeHb npuBunernn 15 MoxeT UCMONb30BaTbCA AN YY4ETHOM 3anucu agMMHUCTPaTopa,
ypoBeHb npuBunermn 10 - Ang y4vyeTHOW 3anucu OBbLIYHOrO MOMb3oBaTeNns U YpPOBEHb
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npusuneri 5 - ana y4eTHon 3anucu rocts. MNpumep: NpoCcMOTpUTE YpPOBEHb NPUBUNETUN

ANs arperaumu.

Mpumep nHTEepdenca KoOMaHOHOM CTPOKU: YCTaHOBUTE AN151 KOH(pUrypaumm arperayum
npusunernio "TonbkKo Ans yYteHus" Ha 3, a Ang 3anucu - Ha 5; YcTaHoBuTe Onga craTyca

arperauum npuBunernto "Tomnbko Ans yteHuns" Ha 3, a 4nga 3anucu - Ha 5.

4.3 [MpocmMmoTp nonb3oBaTeneun

KomaHga ana npocmoTpa Bcen MHpopMaumm 0 Nonb3oBaTesisx:
<show users>
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KomaHga ans npocmoTtpa cob6CTBEHHOW MHGpOpMaLMM Nonb3oBaTenen.
<show users myself>
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V. MUCNOJNIb3OBAHUE KOMAH[O «SHOW»

Cemencrteso komaHg <show> aBNAeTCA KpaeyrosfibHbIM KaMHEM CUCTEMHOrO
MOHUTOPUHra Ha ocHoBe CLI|. BONbLWMHCTBO (PYyHKUMA peanusyioT OAHY WIN HECKOSbKO
komaHa <show>, koTopble oTOB6paxalT COOTBETCTBYKLLEE COYeTaHMEe COCTOSHUA U
KOHpurypaumm.

BHUMAHMUE! TouHbIn Habop JOCTYMNHbIX KOMaHA, napameTpoB 1 hopmaTta BbIBOAA 3aBUCUT
OT KOHJMrypaumm CUCTEMbI U BEPCUN NMPOrpamMHOro obecneyeHusi, ecnm HekoTopble U3
NPUBEAEHHbIX HWXKE KOMaHA U NPpMMEPOB He paboTaloT Ha BalleM YCTPOWCTBE, NpOBepbTE
KOHdpurypauumto cuctemol n sepcuio 0.

KomaHngbl <show> goctynHbl Tonbko B AByx pexumax [EXEC] n 3aBUCAT OT ypoBHS
npuBunernni ceaHca. Takum obpasom, Anst oToOpaxeHnss MakcmasibHO BO3MOXHOro Habopa
komaHg <show> TpebyeTcs, 4To6bl ceaHc Obin 15-ro ypoBHS.

5.1 Cnwmcok Bcex komaHa <show>

B cnepyowem npumepe ypoBeHb NpuBUNErMn ceaHca nosbiwaetca oo 15. B atom
npumepe Obin yKkasaH CEKPETHbIN PEXMM BKOYEHUS, MO3ITOMY AN NPOAOIKeHUs paboThbl
TpebyeTca BBECTM naponb. 3aTteMm nonb3oBaTtesl BBOAUT KOMaHAy <show> 1 ucnonb3yet
YHKUMIO KOHTEKCTHO-3aBMCUMOM CrpaBku, 4YTOObI MEepeyncnmtb BO3MOXHbIE KOMaHAb
<show>, B gaHHOM cny4ae ansa cuctembl Carrier Ethernet.

IO
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5.2 WUcnonb3oBaHUEe KOHTEKCTHO-3aBUCUMOM cnpaBKu AnA NOUCKa

®yHKUMA KOHTEKCTHO-3aBMCUMMOW CMpaBKu AN OTOOpaXeHWst CUHTaKcuca Takke
nonesHa Ans onpedeneHus TOYHOW KOMaHAbl AN BbINONHeHus. B cneaywouwem npumepe
nonb3oBaTeNb HAXOAWUT HYXHyK KomaHay <show ip statistics system> ¢ nomouibto
noucka:
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[MoBTOpHOE HaxaTune knasuwm "?" oTobpaxkaeT CUHTAKCUC:
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IPv4

ICMFE
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5.3 OtoOpaxeHue TeKyLien KOHdUrypaumm

BupTtyanbHbeii panin running-config COCTOUT 13 cnucka KoMaHA4, KOTopble BCe BMECTE,
NPUBOOAT K TeKyLLEen KOHUrypaumm CUCTEMbI.

OTOT cnucok kKomaHga obbliHO He Ha 100% wuaeHTUYeH CnNUcKy KoMaHd, KoTopble
nons3oBaTerib BBOAUT AS1 HACTPOMKN KOMMYyTatopa. JTO CBA3aHO C TeM, YTO running-config
- 3TO TEKCTOBOE MNpefcTaBlieHne KOHMUrypauum cuctemMbl, KOTOPOE XPaHUTCH B OBOUNYHOM
BUAe B orepaTuUBHOM NaMsATU KOMMyTarTopa.

[Mockonbky agpdekTMBHas KOHUrypauus ycTpomcTBa OrpomMmHa, B running-config B
BonbLlUKHCTBE CcnyvaeB oTobpaxaeTcs TONbKO pasHuua Mexay HacTponkaMu o YMONMYaHUo
N TEKyWMMM HacTpomkamn. OTO 3HAYUTENbHO COKpalwaeT 06beM BbIXOOHbIX OaHHbIX U
3HaAYMTENbHO ynydlwaeT 4YUTaeMoCTb KOHdUrypaumu, HO TpebyeT, 4Tobbl nornb3oBaTerb
3Har, KaKoBbl HACTPOMKWN MO YMOSTYaHUIO.

C nomowpto koMaHapl <show running-config all-defaults> moxHO
NPOCMOTPETbL 3HAYEHUSA, KOTOPbIE UCMOMb3YITCA MO YMOMYaHUIO.

B crnegywowem npumepe, ecnu HaACTPOMKM CKOPOCTU U OBYCTOPOHHEW CBSA3U
nHTepdgenca Ethernet ycrtaHoBneHbl Ha 3HadYeHUs no ymon4yaHuo (aBTOMaTU4Yeckoe
cornacoBaHue), TO BbIBOAUTbCA HuYero He 6yget. Ecnu nonb3oBaTtenb 3aTeM WU3MEHUT
CKOPOCTb Ha ouKcMpoBaHHyto 1 [BUT/C, TO 3TO 3Ha4YeHWe Tenepb He ABMSETCA 3HAYEHUEM
no ymorndyaHuio n 6yaeT BbIBOANTLCA. [JyNNeKCHbIN PeXnum Takke BbIBOAUTCSH, MOCKOSbKY OH
NPUHYAUTENBbHO CTAaHOBUTCS «MNOJSIHbIM», KOrda CKOPOCTb 3adukcupoBaHa Ha yposHe 1
6ut/c.

Ham HyXHO oTOGpa3uTb TeKyluyl KOoHdurypauuio uHtepdenca. Bce HacTponku
yKasaHbl N0 YMOJTHaHUIO:

Tenepb ycTaHoBuTE CKOPOCTb Ha 1 GUT/C n cHoBa 0TOBpasnTe KOHUrypauuio:
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3anpocute yepes CLI Bce HacTporku Mo ymon4yaHuo AN 3Toro nHrepdenca:
<show running-config interface GigabitEthernet 1/4 all-defaults>
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BoiBog wuHpopmaumm <show running-config> wMoxeT ObiTb OrpaHuyeH
onpeaeneHHbIM nHTepdericom. CyLecTByeT HECKONbKO TakuxX (OUNbTPOB, ONMUCAHHBLIX HUXE.

<show running-config>
3oecb oTobpaxaeTcs BCA TEKyLLAA KOHPUIypaLust CUCTEMBI.

51



show running-config feature [feature_name]
BbiBOANTE TONBKO KOMaHAbI, OTHOCALLUMECH K KOHKPETHOW (PyHKUMK. CNncok oyHKLMI
3aBMCUT OT KOHUrypauum cUCTEMbI 1 BEPCUM NporpamMmmMHoro obecnevenms. Hanpumep:

ipvé-mld-snooping'

3pecb bonbluasi YacTb BbIXOOHbIX AAHHbIX onyweHa an4d KpaTtkoCTH....
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B BbIXOOHbLIX [OaHHbLIX COXpaHAeTcs CTpykTypa running-config. [lepeudncrneHsl
noapexuMmbl, Takne kak nHtepdencel VLAN n Ethernet, HO OHM MoryT BbiTb NyCTbIMK, €Cnn
3anpawvBaemas PYHKLMA HE UMEET OTHOLLIEHUS K KOHKPETHOMY NOAPEXMMY .

show running-config interface ( <port_type> [ <list>]) [ all-defaults ]
Mcnonb3ys aToT ounbTp, NONb3oBaTeNb MOXET MPOCMOTPEThL OnpeaeneHHbIN CrNCoK
nHTepdgencos Ethernet. OH MoxeT cogepxaTb NOACTAHOBOYHbIE 3HAKWU, HAaNpUMep:

B Hawem npumepe koHdurypauyum nmeetcs Tonbko ogHa VLAN.

Takke MOXHO OT(unNbTPoBaTh cnNNcok MHTepdencos VLAN, Hanpumep:
show running-config interface vlan <list> [ all-defaults ]

B aTom npumepe B cucteme nmeetca Tonbko oauH nHtepgenc VLAN.

show running-config line { console | vty } <list> [ all-defaults ]

OTy KOMaHZy MOXHO WCNONb3oBaTb ANA KOHCOMW WMAW  CNUCKa BUPTYyarnbHbIX
TepMUHarnbHbIX YCTpoucTB (vty). B Tekywem npumepe uCnonb3yeTcd OAHO KOHCOSIbHOE
yctpouncTso, 0. Hanpumep:
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VI. PABOTA C ®AUNAMU KOHOUTYPALIMK

CyuecTByeT YeTblpe KOHPUIrypaunoHHbIX hanna:

running-config — BMpTyanbHbIN (pann, cogepXawnn TekyLy KoHdurypawumo
KOMMYyTaTopa;

startup-config — cogepxuTt koHurypaumo ana 3anycka kommyTtartopa. [lpu
N3MEHEeHUN KoHurypauum ee Heobxogumo ckonuvpoBaTb B startup-config,
4yTObbl 3Ta KOH(Urypaums 3arpysunace npu 3anycke OC;

default-config — dann [OCTYyNHbIM TOMLKO ANSA YTEHUS, UCMOSIb3yeMbl Npu
BOCCTaHOBIIEHUN HACTPOEK MO YMOJTHaHWIO, 3TOT paunrn Takke MCronb3yeTcs,
ecnn oTcyTcTByeT startup-config, OH cogepXuT HacTpPoOWKM KOomMyTatopa no
YMOJTHaHMo;

nonb3oBaTenbCcKue dannbl KOHUrypauumm, cosgaHHble nonb3oBatenem (4o
31); OHM 06bIYHO MCMOMB3YTCA ANS PE3EePBHOr0 KONMPOBAHUS NN BapuaHTOB
KOHJpUrypauum npu 3anycke.

Bce oHun, 3a ncknioyeHnem running-config, xpaHarca B pannoson cucreme flash. C Humn
AOCTYMHbI criegytoLme onepauun:

copy source destination, roe NCTOYHMKOM M MYHKTOM HasHa4YeHWUs1 MOXET ObiTb OAWH
n3:

running-config

startup-config (or flash:startup-config)

flash: filename

dir

#more flash: filename
BeiBOoaNT cogepxmumoe canna Ha TepmuHann.

tdelete flash: filename
YpoanseT KOHKpeTHbIN dhansi.

6.1 BosBpaT K KOHdUrypaumm no yMosi4aHuio

BoccTtaHOBUTL KOHUIYpaLUIO CUCTEMBI MO YMOSTYAHMUIO MOXHO ABYMSA criocobamu:
e YpaaneHue startup-config n nepesarpyska;
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e YkasaHue nporpaMMHOMYy obecrnedyeHuo OTMEHUTb TEKYLLYH KOHuUrypaumio un
BEPHYTbCA K HACTpOVKaMm no ymonyaHuio 6e3 nepesarpysku.

Ypanenue startup-config He npuBoaMT K M3MeHeHMO running-config 0o Tex nop,
noka cuctema He OygeT nepesarpyxeHa, nocne yero OyayT 3arpyeHbl HaCTPOWKM MO
YMOMYaHuio.

N HaoGopoT, OTMeHa TekyLien KOoHdurypauum AenCcTBUTENBHO BNUSIET Ha running-
config, HO He 3aTparmBaeT startup-config. Ecnu Bbl x0TUTEe cOXpaHUTb KOHUrypaumio,
BaMm criegyeT coxpaHuTb startup-config B running-config.

Mepesarpy3ka 1 cHPOC HACTPOEK NO YMONMYAHMIO BbINOSHSATCS C NOMOLLLI KOMaHAbI:
#reload cold
#reload defaults [keep-ip]

Bepcusa "xonogHon nepesarpy3kn” nepesarpyxaet cuctemy. Ecnm cuctema pabotaet
B PEXUME CTEKMPOBAHNA, MOXHO TaKKe nepesarpy3ntb onpeaeneHHbIn KOMMyTaTop, yKka3as
ero ngeHTudukaTop.

BTopoun meTopq 3arpyxaeT HacTpOMKM NO ymMon4yaHuio. Ecnu 3agaHo kn4veBoe CnoBo
keep-ip, cuctema nbiTaeTca CoxpaHuUTb Hambomnee BaHble 4acTu HacTpouvku IP-agpeca
VLAN 1, 4ytoGbl nopaepxuBatb MNoAkNoYeHMe K ynpaeneHuto (HacTponka |IP-agpeca wm
aKTMBHbIM MapLIPyT MO YMOSMYaHUIO).

OAHaKko HeT HMKaKOW rapaHTuM, YTO BbllleyKa3aHHbIX AeWCTBMKA ByaeT 4OCTaTOYHO
Ana Bo3BpaTa K KOHUrypaumm no yMOn4yaHuio: 3TO 3aBUCUT OT (PaKTU4ECKUX CBOMCTB CeTn
n obwen KoHdpurypaumm IP cuctembl. B HEKOTOpbIX cCrydasx MOXeT oKa3aTbCs
npeanoyTUTENbHbIM SBHO CKOH(UrypupoBaTb CUCTEMY, UCMOSb3yss KOMaHAbl "no", wunu
NnoaroToBUTb MOOXOAOALLY KOHduUrypauuio u 3arpysmtb ee B startup-config cuctembl u
nepesarpysmTbCs.

6.2 WUcnonb3oBaHue thannosB KOHdUrypaumm

B cnepgywowem npumepe npegnonaraeTcs, 4TOo awunoBas cuUcTeMa COAEPXKUT
AONOSTHUTENbHBIN bann nod HasBaHweM backup, paHee co3fgaHHbIA C NMOMOLLLIO KOMaHObI

copy.
3anpocuTe cnucok ¢annos Bo flash:
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OTtobpasnte cogepxmmoe danna "backup" (BbIxOAHble [aHHblE COKpaLLEeHbl):
2test# more flash:backup

Wcnonbaynte dann “backup” ana cneayowen 3arpysku, nepesanucas startup-config:
2test# copy flash:backup startup-config
3aTtem ybeaunTech, 4YTO pasmepsbl hannos coenagatT: dir
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Mcnonb3yinTte TekyLLyo KoHUrypaumio ansa eé sanmcy Bo onsLw-namaTh:
2test# copy running-config startup-config
N y6eanTeck uto nosiuncs cann startup-config: dir

6.3 WUcnonb3oBaHMe KOMaHZA nepe3arpys3ku

[Mepesarpysnte HaCTPOMKM MO YMOSMYaHUKO, HO MNOCTapamTecb COXPaHUTb
koHdurypauuto VLAN 1. CHavana npocmoTpute Tekywmn |P-agpec, 3atem BepHuUTe
HaCTPOWMKM MO YMON4aHuto, coxpaHue Tekywmn IP <reload defaults keep-ip>.
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o keep VLAN 1 IP addr

O6paTtnTe BHUMaHUe, 4To cogepkaHue naL-naMmsaT He U3MEHUNOCh.

[Mepesarpysnte HaACTPOMKW MO YMONYAHUIO elle pas, HO He MbiTauTeCb COXPaHUTb
HacTponkn VLAN 1, 3atem ybeguTtecb, 4TO HacTpouvku |P-agpeca no ymonyaHuo
BOCCTAHOBIEHDI:

Ecnn Bbl XOTUTE COXpaHUTb HACTPOMKM MO YMOMYaHuIo, TO 3anuwunTte ux B hann “startup-
config” yepes3 komaHay <copy running-config startup-config>.

6.4 Pabota c oGpa3zamu nporpaMmMHOro obecneyeHus
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OnepaunoHHaa cucteMa MOXET COXpaHATb [0 [AByX o06pas3oB NpOrpamMmHOro
obecneyenna Bo cnaw-namatn. Obpas, BbiIbpaHHbIM ANA 3arpy3ky, Ha3blBa€TCS aKTUBHbBIM
obGpa3om, a Apyron - anbTepHaTUBHLIM 0Opa3oMm.

MOXHO MOMEHSATb MEeCTaMu aKTUBHbIN U anbTepHaTMBHbIN 00pas3bl, a Takke NepenTn
Ha HOBbIN 06pas.

[na obHoBneHnsa BctpoeHHoro O BbINONHUTE cneayrowmne 4ENCTBUS:
e 3arpysute HoByl npowwuBky Mo npotokony HTTPS wn npoBepbTe ee
NpUrogHoOCTb ANnsa paboTbl B CUCTEME;
e [lepe3anvnTe TEKyLWMIA anbTepHaTUBHbIN 06pa3 3arpy3us Hosoe [10;
e [lomMeHANTEe MecTamMn akTMBHBIN W anbTepHaTUBHbIA 0Opa3sbl U nepesarpysute
KOMMyTaTOop.

B pesynbtate crapas akTuBHas cOOpKa CTaHOBWUTCS anbTEPHaTUBHOW, a BHOBb
3arpyXeHHbl 06pa3 - akTUBHbIM.
Ons paboTtbl ¢ obpaszamu 1O npumeHstOTCs KOoMaHabl: <firmware swap> wu

<show version>

6.5 OOHoBneHue Bepcum NO

O6HoeneHne Bepcumn MO «lMporpammHoe obecneveHne ynpaBneHUss 1 MOHUTOPUHrA
MAK «lpodculintoc» ctaHgapTnM3nMpoBaHoO M BO3MOXHO Kak cneuuanuctaMmm nponsBoamTens,
Tak W uWHXeHepamn ceTen nepegadn pfaHHblx W JIBC [lonb3oBatensa uvMmerLwmx
COOTBETCTBYIOLLYIO KBanudukawumio.

Mpouecc o0OHOBMEHUA aK3emnnsipa nporpammMHOro obecneyeHus npeacraBnsaet
cobon 3ameHy ucrnonHsiemoro canna (NPOLIMBKMA) U CBA3aH C MOMHOM OCTaHOBKOW W
nocnegyrowmm nepesanyckoM kommytatopa. [lpouecc obHosneHua MO u nepesanycka
KOMMyTaTopa 3aHMMaeT He 6onee 3 MUHYT.

Kaxxgbin penua npowmnsBkm otnnvaeTtcs 6ykBeHHO-LUNMPOoBbIM 0603HaYeHneM BepCUmn
Nno BO3pacTaHWIo C yKa3aHneM Mecsua 1 roga Bbinycka JaHHOro penuaa.

Ana 3ameHbl/06HOBNEeHMs Bepcun MO  HeobxoguMO YCTaHOBUTb CTaHAAPTHYHO

ytunuty «tftp server». 3anyctute tftp cepsep. Ykaxute nytb K dpanny nNpOLUMBKA WU
IP/noacetb — 192.168.1.200 (npumep)
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3

Cument Directory |C:\Users\Ane&carup MaKoBew(Mm\(_:_J @ EBrowse

Serverinterfaces {192 168.1.200 Reakek PL = | | Show Dir
Thp Server ] Thp Clienl] CHCP sewer] Spslog servar| Log -ewari
] pesr file stat time | projress
% OBsop nanok *

m Buaeo ~

%] Aowxymeren

& 3arpyzem >

== MzoGpaxenna

D Myseika 3 Help

- OBvemnbie obbekTsl
v [ PaGouwii cTon
000 exchange
FW
Xena
e SYSTEM (C:) v

Manka: Fw

Cosgate nanky Omnena

3anyctute ytunuty Putty 1 Boante B KOMMyTaTOp Yepes NopT «KOHCOSbY.
B koHconu:

firmware upgrade tftp://192.168.1.200/[uma ¢anna].dat
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VIl. ®YHKUUOHAIN CUCTEMBDI

7.1 WUHdopmaumsa o cucteme

KomaHga show version BbIBOAUT CMMCOK pPa3nUYHbIX CBEAEHUI O CUCTEME, BKNOYas
obpasbl

em Upti
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AKTMBHbIN 06pas — primary.
AnbTepHaTuBHbIV 06pa3 — backup.

7.2 IP

e KomaHpga <show interface vlan [<vlan_list>]> Bbi3biBaeT uHcdopmaumio 06
IP-nHTepdence.

e KomaHpga <show ip route> Bbi3biBaeT nHcdopmauuio o6 IP-mapLupyTe.

e KomaHpga <show ip arp> otobpaxaeT 3anucu IP-agpecosB B kaLue

7.3 CwuHxpoHusaumsa 4yacoB NTP

MpoTtokon ceteBoro BpemeHn (NTP) CUHXpOHM3MpYeT BpeMs CyTOK Mexay Habopom
pacrnpefeneHHblX CepBepoB BpPEMEHUM U KIAMEHTOB. JTO MNoMoraeT nofib3oBaTento
COMoCTaBnATb COObITUSE M3 CUCTEMHbIX >XypHaNoB W Apyrne cobbiTus, 3aBucswme oT
BpeMEeHU, C HECKONbKNX ceTeBbIX YCTponcTB. NTP ncnonb3yet nonb3oBatensckun NpoTokon
pentarpamm (UDP) B kayecTBe TpaHCNopTHOro npotokora. Bce kommyHukauum NTP
ncrnonb3yoT BcemmnpHoe koopamHupoBaHHoe Bpems (UTC).

B MO kommyTtatopa peanusoBaH npotokosi NTP Bepcun 4. NTP no ymonyaHuto
oTkIoYeH. MoxHo HacTpouTb agpec NTP IPv4 wnu IPv6, nogaepxuBaeTcad MakCUMyM NATb
CcepBepoB.

KomaHabl Ha BkrtoYeHue/BblkntodeHne NTP knveHTa nnu cepeepa:
ntp mode { client | server }
no ntp mode { client | server}

HacTtpouika |IP-agpeca NTP-cepBepa.
ntp server <index_var> ip-address <ipv4_var>

roe:

. <index_var>: 3HayeHue uHgekca ot 1 go 5.
o <IPv4 _var>: agpec IPv4 B popmMaTe XXX.XXX.XXX.XXX

Ansa HacTtpoukun NTP n agpeca cepBepa, UCMONb3YyOTCA KOMaHAbI:
# configure terminal
Bkntounte NTP u ykaxute IP-agpec cepBepa

(config)# ntp mode client
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(config)# ntp server 1 ip-address 217.198.219.102

CLI nossongeTt nonb3oBaTento HacTpaumBaTb MECTHbIN YacoBOW nosic. KommytaTop
AomkeH ObiTb HacTpoeH Ons nonydeHuss BpemeHn ¢ cepsepa NTP. Yacoson nosic no
ymorn4yaHumio HacTpoeH kak None. lMpu xenaHum BbIBpaHHOMY YacoBOMY NOSICY MOXeT ObiTb
npuceoeHa abbpesmatypa.

MpocmoTp cTtatyca NTP.
show ntp mode { client | server } status
show ntp status

7.4 YacoBowu nosc

[na yctaHOBKM 4acoBOro nosica UCnosib3ynTe KoMmaHay:
clock timezone <word_var> <hour_var> [ <minute_var> [ <subtype var>1]]

roe:

e <word_var>: [OnuHa abbpeBumaTypbl MOXeT cocTaBnatb 00 16 OyKBeHHO-
LUM(PpOBLIX CMMBOSOB, BKMtOYas creunanbHble CUMBOSbI, Takume Kak "-"
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(aeduc), (Touka) n ‘' (nogvepkmBaHue). B abbpeBnatype yumTbiBaeTCs
perucTp CMMBOJSIOB.
e <yacoBon nosic>: Yacosomn noac UTC-12 — 12.

Mpumep: ycTtaHoBUTE cuCTeMHbIM Yacosoun nosic Ha (GMT+03: 00) Mocksa, CaHKT-
MeTepbypr, a cokpawieHne — Moscow (unun MOV)

(config)# clock timezone Moscow 3

Y106l NPOCMOTPETL HACTPOWMKM YACOBOrO Mosica UCMNONb3yNTe KOMaHAYy:

<show clock detail >
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7.5 Log-¢hann

PaccmoTpum HacTponky Log-dharna n cBs3aHHble ¢ HUM KOMaHabl. [Jns 3TOro MoXHo
BOCMOMb30BaTbCH KOHTEKCTHO-3aBUCUMOM CNPaBKOW:

roe: host nMa xocta (kommyTaTopa), level = npuopuTeT unM ypoBEHb CIOXHOCTH,
on = BKNIOYNUTL 3annch rnora B pexume host.

Hanpumep, B CLI BKktouMTe cepBepPHbIN peXUM 1 3aanTe agpec cepeepa ang
nosiy4yeHnsa noros Ha agpec 192.168.1.2.

MpoBepka aBapumrHbIX cooblieHnn B Log-canne
Bocrnonb3yemca KOHTEKCTHO-3aBUCMMOWN CrPaBKOMW:
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Mpumep: MpocMOTp KypHana aBapuUNHbIX CUrHANOB Ha Hanu4ne ownbokK

# show alarmlog error
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VIil. YNPABJIEHUE NMOPTAMU

8.1 KoHdurypaumusa nopta

Bbl MOXxeTe npocMoTpeTb KOHUrypauuio nopta yepes komangy <show interface
?> 3pecb 1 fanee BOCMNOMb3yeMCS KOHTEKCTHO-3aBMCUMOWN CpaBKoKW A4S NpocMoTpa m
BblIbOpa KOMaHA CBsI3aHHbIX C KOHurypaumen noptoB kommyTaTtopa. CLI npegnaraet
BbIOpaTb T1n nopta nmdo VLAN.

[na npocmoTpa KoHurypauumn megHoro rurabutHoro nopta (1-16) nogaepxusarorcs
cnefyouine KoMaHabl:

[na npocmoTpa coctoaHns nopta Ne1 Bocnonb3ynTecb KOMaHO4OoM:
<show interface GigabitEthernet 1/1 status>

B kauecTBe npumepa paccMoTpum napameTpbl Npon3BoauTeNbLHOCTH nopTta Ne1.
Beegute komaHay: <show interface GigabitEthernet 1/1 capabilities>
a 3atem <show interface GigabitEthernet 1/1 statistic>
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GigabitEthernet 1/1 capabilities

ccess, hyvbrid, trunk
ves
cast suppression:
Flowcontrol: ves
Fast Start: no
scheduling: tx—- (8q)
rewrite: ves
rewrite: ves
no
ves
no
ves
ves

show interface GigabitEthernet 1/1 statistic

| T S T S O T 6 |

1/1 Statistics:

Packets:

Octets:

Unicast:
Multicast: 10 Multicast:
Broadcast: Broadcast:
Pause: 0 Pause:
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[ns n3MeHeHus1 KoHdUrypauum nopTa WMCMONb3YyTCS KOMaHAbl, KOTOpble MOXHO
YBUOETb B KOHTEKCTHO-3aBMCMMOW crnpaBke. [1ns 3Toro cHavana BovauTe B OOLIMIA pexunm
koHdpurypaumm (config)#, a 3atem B pexum koHgpurypauum nopta (config-if)#.
O6patuTe BHMUMaHME Ha komaHgy <con ter> 3To cokpaweHue oT <configure
terminal>.
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Mpumep: yctaHoBuTe ckopocTb nopta Ne1 pasHon 1Gps
(config-if)# interface GigabitEthernet 1/1
(config-if)# speed 1000

3atem nepeseaute nopT Ne1 B pexmm «MOSHbIA OYyNfeKke» U BKIYUTE «ynpaBneHne
NMOTOKOM»

B cneaytowem npumepe pasbepem BbikntodeHne nopta. 3akpbisaem nopt Ne3, nopt
OyaeT HegoCTyneH.
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8.2 DDMI - uncdpoBot MOHUTOPUHI UHTepenca

Pexxum DDMI BkntovaeTca komangow <ddmi> B pexume oOLien KOHurypaumu.
MpoBepuTb ctatyc DDMI moxHo B pexunme [EXEC] ¢ nomoLbto komaHabl <show>

B pnaHHom cnyyae SFP-TpaHcuBep He ycTaHOBrEH B KOMMYyTaToOpe, MO3TOMY AaHHble
He oToOpaxarTcA.
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8.3 PenewnHas curHanum3auus oTKa3oB

MNpocmoTpeTb CcTaTyCc CurHanusauuum OTKAa30B MOXHO C MOMOLLbO  KOMaHapbl
<show relay>

[Ana BKNOYEHMS penervHOM CUrHanmu3auum HyXXHO BOWTWM B pexum obuien
KOHurypauuun. Hwxe npumep BKIIOYEHUS PEnenHON CUrHanu3aumm UCTOYMHMKA MUTaHMUSA
Ne1.
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OTkntoYeHne penernHom curHanmsauum oTKkasoB Ha npuMmepe UCToYHMKa nutaHusa Net
n nopta Ne1. Obpatute BHMMaHue, YTO BCe OEWCTBUSA BbINOSHAIOTCA B pexume obuien
KoHurypaummn. Komanga <end> 3aBepluaeT paboTy B pexume obuien KoHdurypauum u
nepesoauT nons3osartens B pexum # [EXEC].
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IX. SNMP

9.1 KomaHgb!l gnsa npocmoTpa napametpos SNMP

9.2 HacTtpounkmn SNMP

Hwxe npuBeneHbl COOTBETCTBYOLWME KOMaHAbl HacTporku SNMP.
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HpMBeﬂéH npumep BKITHOYEHUA n OTKJTHOYEHUA

O6paTl/ITe BHMUMaHME Ha pe3yJibTaThbl HaCTpOVIKM.
Ztest (config) #

Z2test (config) # snmp

Ztest (config) # end

Ztest#

Ztest# show snmp

SHMP Configuration
SHMP Mode

SHMP Version

Read Community
Write Community

Trap Mode : di=sabled

SHMPv3 Communities

SHMPv3 Users
Ozer Hame ! default user
ID
v Level : NoAuth, HNoPriv
Anthentication Protocol : Hone
Privacy Protocol : None

Groups Table:
vl
v Name : public
Group Name ! default ro group




76



Tenepb Mbl BbikIto4aem SNMP

no Snmp

£ =nd

[ T T O Y ¥ O 6

SHMP Configuration

SHMP Mode ! disakled
SHMP Version 2o

Read Community : public
Write Community ! private
Trap Mode : disabled

SHMPv3 Users
Oser Hame ! default user
ID
v Level : NoAuth, NHoPriv
Aunthentication Protocol : Hone
Privacy Protocol : HNone

SHMPv3 Groups Table:
vl
v Name @ public
Hame ! default ro group

ity Model @ wl
ity Hame @ private

Hame ! default rw group

ity Model : wic
ity Hame : public

Hame ! default ro group

[y ]
1

ity Model : wic
ity Hame @ private

Hame ! default rw group

[y ]
1

ity Model @ w3
ity Hame ! default us

Hame H ﬂefa:;t_:w

[y ]
1




...00onblUas YacTb BbIXOAHbIX AAHHbIX nponyuweHa ansa KpaTkoCTu...

KomaHabl Ha BkroveHue u BoikrtodeHne SNMP noyLuek:
(config)# snmp-server trap
(config)# no snmp-server trap

KomaHga ansa cosgaHus HOBOro pasgena KoMboHUTU. Co3gante HoBbIv pa3gen Nel u
yctaHoBute ncxogHoln agpec SNMP -goctyna pasHbiM 192.168.1.200, a macky NCTOYHMKA -
255.255.255.0.

(config)# snmp community v3 publ 192.168.1.200 255.255.255.0

O6HoBneHne cuctemHoro naeHtudpukatopa sgpa SNMP. O6paTtnte BHUMaHWE Ha ToO,
4YTO OOHOBMEHNE naeHTudmkaTopa sapa NPUBOAUT K yOaNeHUo BCEX MCXOAHbIX NOKanbHbIX
nonb3oBaTernemn.

(config)# snmp engine-id local 800007e50171000002

KomaHabl Ha co3gaHne HOBbIX 3anucenr-rioBYLLUEK WU OTKIKOYEeHMEe BcCeX 3anucen-
noBYyLLEK:

(config)# snmp-server host hostl
(config-snmps-host)# shutdown

Hob6aBneHne nMeHn KOMbIOHUTW public 3, HasHayeHue IP-agpeca WCTOYHMKA —
192.168.1.254, ¢ mackon nogcetn 255.255.255.0.

(config)# snmp community V3 public3 192.168.1.100 255.255.255.0
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X. HACTPOWKA CTATUYECKOM MAPLUPYTU3ALIUU

IP-agpec noeHTnguumpyet yctponctso B IP-cetu. [innHa agpeca IP Bepcun 4 (IPv4)
coctaBnget 32 6uta. IPv4-agpec moxeT OblTb Ha3HayeH Tonbko vepe3 nHtepgenc VLAN.
IP-agpec mMoxeT 6biTb 3a4aH Kak BPYYHY (Tak HasbiBaeMblin crtatudeckun IP) Tak u
aBTOMaTU4eCKU C nomoLLbo npoTtokona DHCP.

10.1 TpaguuMOHHbLIE ceTn

Ana mapwpyTtudauumn ucnonbayrotes kak ysen TCP/IP, tak v IP-mapwpyTtusatop. Ha
PUCYHKE HWXKe MoKasaHa KoHdurypauus TpaguumoHHon cetu ¢ gsymsa [IP-cetamu wu
mMapupyTtudatopom. Kaxgon IP -cetm pomkeH ObiTb HasHaveH IP-agpec u wnio3, Ha
KOTOPbIN MOTYT NepechinaTbecs NakeThbl.

Interface A Interface B
10.0.1.1/24 | %_ 10.0.2.1/24

| No-config | L2-switch L2-switch No-config

1P: 10.0.1.;‘_.-’2‘4 HOST HOST IP: 10.0.2.2/24
GW: 10.0.1.1 A B GW: 10.0.2.1

10.2 Wcnonb3oBaHue kommyTtaTopa ¢ VLAN

Ha cnepyroliem pucyHke nokasaHa Ta e CeTb, HO HaCTPOEHHasi Ha MCMornb30BaHWe
kommyTtaTopa ¢ VLAN. Wcnonb3oBaHue VLAN - 3170 meToq pasgeneHus noTOKOB BHYTPU
OZHOro KoMMyTaTopa.

Router

Interface A / Interface B
10.0.1.1/24 10.0.2.1/24
VILAN: 1001 L2-switch VLAN: 1002
PVID: 1001 ‘\__J PVID: 1002

IP: 10.0.1.2/24 HOST HOST IP: 10.0.2.2/24
GW: 10.0.1.1 A B GW: 10.0.2.1
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10.3 Hactpo#ka mapwpyTusauumm

War 1. Cosgante VLAN 1001 n 1002, yToGbI pasgenutb Ase IP-cetn
2test# configure terminal

2test(config)# vlan 1001

2test(config-vlan)# vlan 1002

2test(config-vlan)# exit

War 2. Onpepgenute nopt VLAN pgns kaxgoro noprta, WMCNOMb3ys KoMaHAy
<switchport access vlan>, ytobbl ykasatb VLAN ans kaxgoro nitepdgenica. He
noMeyeHHble Teramu kagpbl 6yayT accouunpoBaTtbes ¢ 3ton VLAN.
2test(config)# interface GigabitEthernet 1/1

2test(config-if)# switchport access vlan 1001

2test(config-if)# exit

2test(config)# interface GigabitEthernet 1/2

2test(config-if)# switchport access vlan 1002

2test(config-if)# exit

LWar 3. Hactponte cermeHTol A 1 B mapwpyTtusartopa, ucnonb3dys komaHgy <ip
address>, ytobbl 3agaTb ocHoBHOM IP -agpec anga nHtepdencos.
2test(config)# interface vlan 1001

2test(config-if-vlan)# ip address 10.0.1.1 255.255.255.0
2test(config-if-vlan)# exit

2test(config)# interface vlan 1002

2test(config-if-vlan)# ip address 10.0.2.1 255.255.255.0
2test(config-if-vlan)# end
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Xl. VLAN

Ha pucyHke nokasaH npumep KoHdUrypauum BupTyasibHOW NTOKanbHOW CeTMU.

Switch 1 {/_\ll /_\
[ . x
L1

Switch 2

Switch 3

Mockonbky VLAN 1 co3gaHa no ymon4yaHuio, HyxHo Tonbko gobasutb VLAN 2 n 3
cnegytowmm obpasom:

#configure terminal

(config)# vlan 2

(config)# vlan 3

HasHauTte nopt goctyna. lNpegnonoxum, 4to nopthl ¢ 1 no 3 nogkno4eHsl K MK, PVID
Ka)xgoro nopra oTnnyaeTcs.

#con ter

(config)# interface GigabitEthernet 1/1

(config-if)# switchport mode access

(config-if)# switchport access vlan 1

(config)# exit

(config)# interface GigabitEthernet 1/2

(config-if)# switchport mode access

(config-if)# switchport access vlan 2

(config)# exit

(config)# interface GigabitEthernet 1/3

(config-if)# switchport mode access
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(config-if)# switchport access vlan 3
(config)# exit

HasHauTe TpaHKoBbIN (MarucTparnbHbIn) NopT. [1peanonoxmm, 4To NopT 4 NOAKNKOYEH
K Apyromy kommytaTtopy. YcraHosute ans npuHumaemon VLAN 3HayeHne 1-3.

configure terminal

(config)# interface GigabitEthernet 1/4

(config-if)# switchport mode trunk

(config-if)# switchport trunk allowed vlan 1-3

Hactpovite nopt Takum o6pasom, 4ToObl TErMpoBaHHbIE Kafpbl BCerga nepegasanvcb
Ha nopt Ne4.
(config-if)# switchport trunk vlan tag native

11.1 Cos3paHue n yaaneHmne VLAN

PaccmoTpum npumep cosgaHnsa Hoson VLAN
# con ter
(config)# vlan 2

Ynanexve VLAN
# con ter
(config)# no vlan 2
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Mone VLAN c paspelleHHbIM OOCTYNOM BNUSIET TOSIbKO HA NOPTbl, HACTPOEHHbIE Kak
nopTbl goctyna. MopTbl B Apyrux pexunmax ssnstca dneHamm scex VLAN, ykasaHHbIX B
none paspeweHHsle VLAN . Mo ymonyaHuto BkntodveHa Tonbko VLAN 1. MoxHo co3gaTtb
6onbwe VLAN, ncnonb3ys cnegyowmi CUHTAKCUC CNINCKa.

# configure terminal

(config)# vlanl,10-13,200, 300

OTaenbHble 3neMeHTbI pasgendarTcda 3andtbiMU, a Auanal3OHbl YKa3blBaldTCA C
NOMOLLbIO TUpPE , pasgendrero HWKHIK U BEPXHIOK FPaHULbI. Me>|<,u,y pasgenuntendamm

ponyckatoTcs npobenbl. B npumepe npuBeaeHHom Bbiwe co3gatotes cetm VLAN 1, 10, 11,
12, 13, 200, n 300.

11.2 TlpuceBoeHune nmeHn VLAN

3apante nma VLAN #2.
# con terminal

(config)# vlan 2
(config-vlan)# name [umsa vlan]
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11.3 Hactpowuka noptoB B VLAN

Pexum nopta onpegensietr OCHOBHble napameTpbl paboTbl gaHHoro nopta. [lopT
MOXeT HaxoOUTbCHA B OOHOM M3 TPEX PEXUMOB, NMPU 3TOM MO YMOMYaHUIO UCMOSNb3yeTcs
pexum goctyna. Cenyac Mbl pacCMOTPUM TpU pexnma paboTbl nopTa.

Access — pexum gocTyna
MopTbl gocTyna o6bIMHO MCNONBL3YTCA ANS MOAKMOYEHUS K KOHEYHbIM CTaHUUSIM.
[MopTbl 4OCTYNa UMEIDT crnefyolmne XxapakTepUCTUKN:
e Coctout TOonbko B ogHon VLAN, nokanbHon cetn nopta unn VLAN pgoctyna,
KoTopas no ymornyaHuio siensetca 1;
e [1lpvHMmaeT kagpbl 6€3 MeTok 1 ¢ meTkamm C;
e OTbpacbiBaeT BCce Kagpbl , KOTopble He oTHocaTes kK VLAN goctyna;
e [1pu BbIXOOE BCe Kaapbl nepenatoTca 6e3 MeTOK.

Mpumep: HacTpourka nopTta Ne1 B kKadyecTBe nopta JocTyna
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Trunk — TpaHKOBbIW NOPT (MarncTpasnbHbIN)

TpaHkoBble MOpPTbl MOryT nepefaBaTb Tpaduk MO Heckonbkum cetsam  VLAN
OLHOBPEMEHHO M OObLIYHO MCMONb3YKTCA ANA MNOAKMIOYEHMS K OPYIMM KOMMYyTaTopam.
TpaHkoBble NOPTbI UMEIOT CrieAyLLmMe XapakTePUCTUKN:

e [lo ymonuaHuio gBrngeTca 4neHom Bcex cyuwecTteylowmux ceten VLAN
(orpaHu4eHo ucrnonb3oBaHeM paspelleHHbix ceten VLAN);

e Bce kagpbl, Kpome Tex, KoTopble knaccudpuumpytotca kak nopT VLAN unn
cobctBeHHas ceTb VLAN, nomevatoTcs Ha BbIXO4e MO YyMOMYaHWo (Kagpbl,
knaccudguumpoBaHHble kak nopT VLAN, He nomeyvatotca C-Terom Ha BbIxoae);

e [lomMeTKy Ha BbIXO4€ MOXHO W3MEHUTb, YTOObl MOMETUTb BCE Kagpbl, B 9TOM
cny4yae npuv Bxoge npUHMMarTCA TONbKO MOMEYEHHbIE Kaapbl.

Mpumep: HacTponka nopta Ne1 B Ka4ecTBe TPaHKOBOro NopTa

Hybrid — ru6pugHbIin nopTt
'MbpnaHble NOpTbl BO MHOIOM HanoMWHAOT MarucTpasnbHble MOpPTbl, XOTA U
BKMNIOYAOT  AOMNONHUTENbHble  (PYHKUMM  HacTpomknm nopTtoB. B gononHeHve K
XapakTepUCTMKaM, OMMCaHHbIM ANA MarmctpanbHbIX NOPTOB, rMOpuaHble NOpTbl 06nagatoT
cnegyrowuMm BO3MOXHOCTAMU:
e MOXHO ynpaensaTb unbTpaunen BXOAHbIX JaHHbIX;
e MOXHO He3aBMCMMO HacTpauBaTb MpPUeM BXOAHbIX AAHHbIX U KOHpUrypaumo
TerMpoBaHNA BbIXOOHbIX AAHHbIX.

Mpumep: HacTporka nopTta Ne1 B kavyecTBe rubpruaHoro nopra:
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11.4 Mopt VLAN n PVID

Mopt VLAN onpegensetr uwaeHtudukatop VLAN nopta, nnu PVID. [Jonyctumble
3HayeHnsa VLAN HaxopgaTcsa B AnanasoHe ot 1 go 4095, 3HayeHne no ymonyaHuioo pasHo 1.

Mpn Bxoge dpenmbl knaccnuuyupyrotcsa no nopty VLAN, ecnu nopT HAacTpOeH Kak
He noppaepxuBaowmn VLAN, dpenm He nomeveH Terom unu Ons nopTta BKIIKOYEHa
nogaepxka VLAN, HO bpenm nomeyeH kKak npuoputeTHoin (aeHTudukatop VLAN = 0).

Ha Bbixoge kagpbl, oTHeceHHble Kk nopty VLAN, He nomevarotcs, ecnn ang
napametpa "lNomeTka Ha BbIxoAe " ycTaHOBMNeHo 3HayveHue "He nomeyatb nopt VLAN".

Cetb VLAN nopta HasbiBaetca "Cetbto goctyna VLAN" gons noptoB B pexunme
poctyna n cobcteeHHon VLAN ans nopToB B TPAHKOBOM MU TBPULOHOM pexmme.

Mpumep: yctaHoBuTe 3HadyeHne nopta VLAN paBHbiM 2 gns rurabutHoro nopta 1/1
HaCTPOEHHOTO B peXume AocTyna.

#con ter

(config)# interface GigabitEthernet 1/1

(config-if)# switchport access vlan ?

<vlan_id> VLAN ID of the native VLAN when this port is in trunk

mode

(config-if)# switchport access vlan 2

Mpumep: yctaHoBuTe 3HadyeHne nopta VLAN paBHbiM 2 gns rurabutHoro nopta 1/1
HACTPOEHHOIO B peXnme TpaHK.

#con ter

(config)# interface GigabitEthernet 1/1

(config-if)# switchport trunk native vlan 2

Mpumep: yctaHoBute 3HavyeHne nopta VLAN paBHbiM 2 gns rurabutHoro nopta 1/1
HaACTPOEHHOrO B peXxnme rmbpuaHbii NopT.

#con ter

(config)# interface GigabitEthernet 1/1

(config-if)# switchport hybrid native vlan 2
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11.5 BxopgHasa comnbTpauusn

MMBpuaHble NOPTbI NO3BONSIOT U3MEHSATb BXOAHYIO (unbTpauuio. Ha noptax goctyna
N TPaAHKOBLIX MOpTax Bceraa BKYeHa BXxoaHast hunbTpaums.

Ecnn BknoveHa BxogHast ounbTpaums, kagpbl, OoTHeCeHHble K ceTn VLAN, uneHom
KOTOPOW MOPT He ABMsieTCs , OTOpacbiBaloTCS.

Ecnn BxogHaa ounbTpaumnsa oTKOYeHa, kagpbl, oTHeceHHble kK ceTu VLAN, yneHom
KOTOPOW MOPT He SABNSAETCS, NPUHUMAKOTCA U NepecbinalTcd B MeXaHu3M KOMMYyTauuu.
OpHako nopT Hukorga He GyaeT nepefaBaTthb kagpbl, OTHECEHHbIE K ceTsiMm VLAN, uneHom
KOTOPbIX OH He ABnseTCs.

YcTaHoBKa BxogHOW hunbTpauumn Ha nopty 1/1

11.6 Pa3speweHHble VLAN

[MopTbl B TP@HKOBOM M rTMBPUOHOM pexnmax MoryT ynpaBnsatb TeMm, B kKakme VLAN um
paspeLueHo BxoauTb. MopTel gocTtyna moryT 6biTb Tonbko YneHamm VLAN Access.

CuHTakcnc B atom pasgene CLI ngeHTMyeH cnHTakcucy, ucnonb3yemomy B pasgerne
CywecTtsytowme cetn VLAN. Mo ymonyaHmio nopT MOXeT BbITb BKMOYEH BO BCE BO3MOXHbIE
cetn VLAN, noatomy yctaHoBuTe Ans Hero 3HaveHue 1-4095.

Mpumep: yctaHoBute 3HadeHne nopTta VLAN paBHbiM 2 ansa rurabutHoro noptal/1
(HacCTPOEHHOro Kak TPaHKOBbIN NOPT).
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Mpumep: yctaHoBute 3HadeHne nopTta VLAN paBHbiM 2 ansa rurabutHoro noptal/1
(HacTpoeHHOro Kak rmépuaHbIv NOpT).

11.7 3anpeweHHble VLAN

MopT MoXeT OblTb HACTPOEH TakMm 06pa3oM, YTOObI OH HMKOrA4a He BXOAWUN B OAHY
unn Heckonbko ceter VLAN. 310 0COGeHHO nonesHo, korga HeobxoouMmo 3anpeTutb
AnHammnyeckoe gobaeneHune noptoB B cetn VLAN gnHammueckumm npoTokonamu, Takumm
kak MVRP n GVRP.

Cmbicn cocTouMT B TOM, 4TOObl nomeTtuTb Takme VLAN kak 3anpeleHHble Ha

cooTseTcTBYlOWEM NopTy. CMHTaKCUC MOEHTUYEH CUHTAKCUCY, UCMONb3yeMoMy B paspgene
CyuwecTtsytowme VLAN (Existing VLANS).
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Mo ymonyaHuio B pasgene VLAN HeT 3anperta Ha nopT, YTO O3HA4aeT, 4TO MNopT
MOXEeT CTaTb Y4aCTHUKOM BCeX BO3MOXHbIX ceTenn VLAN.

B npuBegeHHOM npumepe nokasaHa HacTpowka 3anpelwieHHon VLAN Ha nepBom
rurabutHom nopty (1/1).

11.8 lMpocmoTp ctatyca VLAN

Bocrnonb3yntecb KOHCTEKTHO-3aBMCUMOW CrpaBKOW

Beeante komaHgy <show vlan status>, CLI nokaxet koHcpurypaumo VLAN Ha
KaXxgom nHTepdence.

&9



show vlan

Ing Filter

Ing Filter

Ing Filter
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Xil. DHCP

12.1 DHCP cepBep

DHCP-cepBep HaszHavaeT DHCP-knueHTam IP-agpeca 13 ykasaHHbIX NyrnoB agpecos.
OH Takke MOXeT ynpaBnATb 3TUMW KIMEHTaMU U NPedoCTaBnsATb CeTeBble napamMeTpbl,
Takue Kak agpec Lwro3a no yMosyaHuio, agpec cepsepa cuctemMbl Ao0MeHHbIX MMeH (DNS) n
agpec cepsepa Windows Cnyx6bl uHTepHeT-umeH (WINS). DHCP-cepsep Moxet
NPUHUMATL LUIMPOKOBELLAaTelNbHbIE PACCbUIKM OT JIOKaNbHO MNOAKMOYEHHbIX CEerMeHTOoB
nokanoHon cetn unn DHCP-3anpockl, nepecbinaemMble areHTamu peTpaHcnauyun DHCP
BHYTpU CeTu.

BkntoueHne DHCP cepsepa:
#configure terminal
(config)# ip dhcp server

AktnBauua DHCP cepsepa Ha nntepdence VLAN:
#configure terminal

(config)# interface vlan 1
(config-if-vlan)# ip dhcp server

HacTtponka pesepsHoro IP-agpeca
# configure terminal
(config)# ip dhcp excluded-address <ipv4_addr>

Myn agpecos. B cootBetcTtBUM ¢ nyrnom DHCP DHCP-cepBep Bbigenut IP-agpec u

nepegact napameTtpbl koHdurypauum DHCP-knueHTy. Bocnonb3yntecb KOHTKCTHO-
3aBucumon cnpaskon (config-dhcp-pool)# ?
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12.2 DHCP cHynuHr

DHCP cHynuHr — aTto TexHornorns ©6esonacHoctu npotokona DHCP kaHanbHOro

YPOBHS, KoTOpas rapaHtupyetr, 4to DHCP-knueHTol nonyyawT |P-agpeca ot

AencrteutensHolx DHCP-cepeepoB, 1 3anucbiBaeT COOTBETCTBYIOLLY B3aUMOCBA3b MeXay
IP-agpecom DHCP-knuneHta n MAC -agpecom, 4tobbl npegotepatute DHCP-ataky B ceTw.

Pexwum cHynuHra.
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Ecnu BkntoveH pexum DHCP cHynuHra, coobuweHus c 3anpocamu DHCP 6yayt
nepeHanpaBnATbCA Ha LOBEPEHHble MOPTbl M paspellaTb OTNPaBKy OTBETHbIX MAKETOB
TONbKO C AOBEPEHHBIX MOPTOB. BkritoueHne pexvma:

#configure terminal

(config)# ip dhcp snooping

HacTtpowka pexvnma Ha rurabutHoM nopTy.

Trusted = HagexHbln: HacTpamBaeT MNOPT KaK HaOdeXHblh UCTOYHMK DHCP-
coobLeHnn.

# configure terminal

(config)# interface GigabitEthernet 1/1

(config-ify# ip dhcp snooping trust

12.3 PetpaHcnauua DHCP

AreHt petpaHcnaumm DHCP nepecbinaetr DHCP-coobwenua wexgy DHCP-
cepsepoMm U DHCP-knueHtamu n nomoraet DHCP-cepBepy AuHamuyecku pacnpenenstb
ceTeBble NnapameTpbl Mexay DHCP-knneHTamu.

Korga DHCP-knuneHT nepepgaet coobuieHns ¢ 3anpocamu ¢ IP-agpecoMm HasHayeHus
255.255.255.255, Tonbko DHCP-cepBep, pacnofioXXeHHbI B TOM XXe CEerMeHTe CeTU, YTo n
DHCP -cepBep, MoXeT nonyyaTb COOBLLEHMS C 3anpocamu.

Ecnn DHCP-cepBep Haxoautcs B cermeHte cetnm oTnndHoMm oT DHCP-knneHTa,
DHCP-cepBep He wmoxeT nonyyaTb coobuweHna ¢ 3anpocamum oT DHCP-knueHTa,
Heobxoanmo pasBepHyTb areHT petpaHcnaumm DHCP ana nepecbinkn DHCP -coobuweHun
Ha DHCP-cepBep.

B otnuumne ot TpaguumoHHon nepeagpecauun IP-cooblieHnin, areHT peTpaHcnauum
DHCP wunameHnsieT copmaT coobuieHms gns cosgaHna Hosoro DHCP-coobuweHua n 3atem
nepecoinaet ero nocne nonyyeHna DHCP-3anpoca nnm oTBETHOro CoOOBLEeHNS.

Pexum petpaHcnaumm.

Korga BkntoyeH pexum petpaHcnsaumm DHCP, areHT nepeagpecoBbiBaeT 1 nepegaeT
DHCP-coobuieHna mexay KnMeHTamMuM M CepBepoM, KOorga OHM HaxogaTcs B pPasHbIX
AomeHax nopgcetn. LupokosewaTtensHoe coobuweHne DHCP He OygeT nepegaHo no
coobpaxxeHnsam 6e30nacHOCTK.
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# configure terminal
(config)# ip dhcp relay

Pexunm petpaHcnaumm nHcgpopaumu.

Korga BknouveH pexum peTtpaHcnsaumm umHgopmaumm DHCP, areHT BcTaBnsier
onpeaeneHHyto nHgpopmaumo (onuusa 82) B8 DHCP-coobwenne npu nepecoinke Ha DHCP-
cepsep u yaandaet ee n3 DHCP-coobweHns npu nepegavye DHCP-knneHTy.

# configure terminal

(config)# ip dhcp relay information option

Monutuka peTpaHcnauumn nHcopmaumm.
Pexum petpaHcnauum uHdgopmauum DHCP Bknovaetcs, ecnn areHT nonydaeTr
DHCP-coobLieHne, KOTOpoe yXXe CoaepXuT MHpopmaumio 06 areHTe peTpaHcrauuu.
e 3aMeHUTb: 3aMeHUTE NCXOOHYI MHAOPMAUUIO O peTpaHCNALMM Npyu Nony4YeHun
DHCP-coobLieHns, KOTOpoe yXe CoOaepXuUT ee.
e CoxpaHutb: CoxpaHuTe WCXOOHYK WHGOpMaUMIO O peTpaHCcnauMm npu
nonyyeHnn DHCP-coobLieHns, KOTopoe yXe COAEPXKNT ee.
e Ypoanutb: yaaneHue naketa npu nonyvyeHmm DHCP-coobuwieHus, koTopoe yxe
COOEePXUT NHPOPMaLINIO O peTPaHCIIALMUN.

Ha pucyHke nokasaHa KOHTEKCTHO-3aBMCMMasi CrnpaBka MO KomaHaaM MONUTUKK
peTpaHcnsaumu.
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Xlll. HACTPOWUKA DHCP KITMEHTA

Ota rnaBa onuckiBaeT 6aszoBoe ucnonb3osaHne CLI ana Hactponkn DHCP knueHTa.
[axe npun OTCYTCTBUM CETEBOr0 MOOKIMHOYEHUS KOMMYTaTOpOM MOXHO YnpaBnATb C
NOMOLLbIO NMOAKITOYEHNSA K NOPTY «KOHcomMby». HacTtponkn ytunutel PUTTY mnnu ananora npu
NoaKNtoYeHNM K nocrneaoBaTenlbHOMY NOPTY AOSMKHA ObITh cnegytowme:

115200 baud rate
No parity

data bits

1 stop bit

No flow control

MNocne noaknoyeHns K nocrneaoBaTenbHOMY NOPTY BBEAUTE UMSA NMONb3oBaTeNs U Naporb.
BoianTe B pexvm koHpurypauum: <con terminal>

YcTtaHoBuTE nMsi XocTa (kommyTaTopa): <hostname [umsa]>

BepHuTtech B pexum #: <end>

CoxpaHwueTe HacTporkn:<copy running-config startup-config>

13.1 DHCP knueHT

DHCP-knueHT KOMMyTaTOpa OoTnpasriseT 3anpockbl Ha HacTpouky IP-agpecos. Korga
3anpocskl nocrynatotT Ha DHCP-cepsep B ceTn, cepBep BbINOSHAET MOUCK B CBOEM nyne
poctynHelx |P-agpecos, Bbligendetr oauvH M3 HUX M Bo3Bpawaet ero DHCP-knueHTy.
BosBpawaemas nHpopmaums obbldHO BkovaeT |IP-agpec, macky noaceT u W3 no
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YMOMYaHUio, HO MOXEeT TakKe coaepxaTb ApYyrylo WHpopMaumio, Takylo Kak agpeca
cepBepoB cryXbbl fOMeHHbIX MeH (DNS).

MomHuTe! IP-agpeca moryT GbiTb Ha3HayeHbl TONbKO MHTepdencam VLAN.

Pexum HacTpouku wHTepdenca ucnonb3yetca Ond HaCTPOWKM napameTpos
nHTepdenca nnu psaa nHtepderco. MHtepdencom moxeT GbiTb husmyeckun nopt, VLAN
UM Opyron BUpTyanbHbI MHTepdenc. Pexxum HacTporku uHTepdenca Takke pasnuyaeTcs
B 3aBMCMMOCTM OT Tuna umHTtepdenca. KomaHabl B CLI ana kaxgoro tvna uHTepdenca
HEMHOro OTSIMYaloTCA.

Pexum HacTponkun uHTepdpenca VLAN ucnonb3yeTca ANs HaACTPOMKM napameTpoB
nHtepdgenca VLAN. B cnegywowmx pasgenax onvcaHbl KOMaHdbl AN JOCTyNa K pexuvmy
HacTponkn nHtepgenca VLAN.

13.2 Crartnyeckum IP-agpec

Kak npasuno VLAN 1 o6bl4HO ncnonb3dyeTcsa B kavectse ynpasnstowen VLAN. Lienb
COCTOMUT B TOM, 4YTOBbI HasHauuTb IP-agpec yctponctsy B VLAN 1 (Hanpmep 192.168.1.11).
KomaHgpb! CLI nokasaHbl Ha pUCyHKe HUXe.

WCAST RUNHNING MUOLTICAST>
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13.3 DHCP agpec

DHCP-knueHT gomkeH ObiTb BKMIOYEH ANA aBTOMaTU4ecKoro nonyyenusa |IP-agpeca
ot DHCP-cepBepa, pacnonoxeHHoro B cetu. KomaHabl Ha BckntoyeHne DHCP-knneHTa Ha
PUCYHKE HUXE.

13.4 DHCP appec c pesepBupoBaHMem

Ecnn Bpema oxngaHus nonyyeHus IP-agpeca uctekno n B AaHHbI MOMEHT BpEMEHU
DHCP cepBep He oBHapyXeH, pekoMeHayeTca Ha3HavyaTb pe3epBHbIM IP-agpecom IP-agpec
NMPUCBOEHHBIN NO YMOonN4aHuio (B 4aHHOM cryvae 192.168.1.254)

13.5 OToGpaxeHue IP-agpeca

Mpn BknodYeHHoMm pexume DHCP u otctytctBum DHCP-cepBepa B ceTu nocne
3anpoca Ha oTtobpaxeHue ctatudeckoro IP-agpeca, 6ygoet otobpaxeH pesepBHbIN agpec,
KOTOpPbIN Bbl Ha3Hauunu (cv/ Bblwwe):

Mocne ycnewHoro cornacoBaHua knueHta ¢ DHCP-cepsepom, npu 3anpoce |P-
agpeca byget otobpaxaTbcsa agpec nony4veHHbin o DHCP-cepBepa COOTBETCTBEHHO.
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KomaHnpa <show ip interface> kpaTko oToOpaxaeT HaCTPOEHHbIE U akTUBHbIE |P-
nHTepdencol. Ha akTuBHbIX MHTEpencax JomkeH otobpaxaTeca ctatyc UP cM. CKpuHLWOT
BbILLE).

Ecnu ator crtatyc He oTobGpaxaeTcsi, BO3MOXHO , HA Ha OLHOM W3 MOPTOB HeET
coeguHeHusa. B cnyyae cbos cornacoaHna DHCP HasHadaeTcs pe3epBHbii IP-agpec? To
ectb 192.168.1.254.

Komanga <show ip dhcp detailed statistics client> otobGpaxaet
ctaTucTuky ceaHca DHCP Ha kaxxgom nopTy.

HoE E E EEFEEEEHE
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Apyron cnocob nokasatb IP-agpec - 310 otobpasntb haktudeckyto VLAN, obpatute
BHUMaHue Ha ctatyc DHCP:

THHING MULTICAST=

13.6 CoxpaHeHue TekyLien KoHcurypaumm Bo pnaw-namaTb

MomHuTe! Tekywas koHdurypaumss KommytaTtopa aBToMaTn4eckm He coxpaHsietcs. U
npu nepesarpy3ke OyaeT yTtepsiHa. Mcnonb3ymTe KOMaHgy <copy running-config
startup-config>, 4T0ObI coxpanuTb running-config Bo naw-namsT nog MMEHeM
startup-config
(cm. naea VI c1p. 52).

dann startup-config cuntbiBaeTCcA 1 3anyckaeTcsa npu Kaxaown 3arpyske. OH Takke
ncrnonb3yeTcs OS5I BOCCTAHOBMEHUA Tekyllen KOHurypaumm cuctembl OO0 nocrnegHero
COXPaHEHHOro COCTOSAHUA.
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XIV. HACTPOUKA HTTPS

B aton rnaeBe roBoputca 0 TOM, kak Hactpoutb HTTPS gna 6esonacHoro obmeHa
AaHHbIMM Mexay http-knneHTom (06blMHO BebG-Gpaysepom) u http-cepsepom ¢ nomoLbto
komaHg CLI.

®dyHkumoHaneHocTb HTTPS npepgHasHaveHa ana 6e3onacHoro obmeHa LaHHbIMU
mexay 6paysepom (KOHConb ynpasBneHusa) u Beb-cepBepoM (KomMmyTaTop). BkrtoueHHbIN
camo3aBepsILNN cepTudukaT MoXeT Bbi3BaTb npegynpexaeHne bGpaysepa O TOM, 4TO
ceptudukaT BbldaH HEHAO4EeXHbIM WCTOYHMKOM. MexaHusm 3arpyskm ceptudumkata B
nporpaMmMHOM obecneyeHun KOMMyTaTopa MNO3BONSAET MCNOMb30BaTb [OBEPEHHBIN
CTOPOHHUN cepTuduKar.

14.1 TloHAaTne HTTPS

HTTPS (Hypertext Transfer Protocol Secure) - at0 Mmetog obGecneyeHus
6e3onacHocTn nepegayn gaHHbix HTTP no cetn TCP/IP. OH gob6aBnsieT BO3MOXHOCTM
6esonacHoctn SSL/TLS k ctaHgapTHbiM HTTP-kommyHukaunam mexgy HTTP-knueHToM
(06blMHO Beb-6paysepom) n HTTP-cepBepom (06blMHO Beb-cepBepom). OCHOBHOWM LENbHO
ncrions3oBaHna HTTPS aBnaeTcs npegoTBpalleHne atak Tuna «4esioBek nocepeauHe» nnu
noacnyLmBaHus.

OrpaHunyeHun

B cootBeTcTtBMM ¢ mogensmn HTTP-cBA3n agpeca xoctoB (Beb6-cepBepoB) n Homepa
nopToB 0b6s13aTenNbHO ABNAOTCA YacTblo 6a3oBbix npoTokonos TCP/IP. MNMpotokon HTTPS He
MOXET 3alMTUTL UX packpbiTue, HO wudpyeT cogepxumoe HTTP-gaHHbIX (nonesHyto
Harpysky) - 3To 03Ha4aeT , YTO NnepexeaTymK MOXeT onpeaenuTtb |IP-agpec, JOMEHHoe umMs 1
Homep nopTa Beb -cepBepa, HO He COOEePXNUMOE NPUNOXKEHUN.

Pa6oyasa mogenb HTTPS
e MHOroypoBHeBbIN NPOTOKOS (puc. HMXe): HTTPS - aTo MexaHu3m HanoxeHus
HTTP noeepx SSL/TLS n po6aBneHns BO3MOXHOCTEW 3aliMTbl AaHHbIX B

HTTP-npunoxexue.
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e [lpoBepka nognuHHoCTK: BebG-6pay3epy Tpebyetcs cepTudukatr cepBepa OT
Beb-cepBepa , npexae 4Yem GyaeTt yctaHoBneHoO coeauHeHwe SSL/TLS. Onsa
Havyana nepegayn faHHbix no npotokony HTTPS Tpebyetcs coeguHeHwe
SSL/TLS.

o llinppoBaHme (pucC. HMXE): KaK TONbKO YycTaHaBnuBaetTca SSL-coegnHeHuve,
nepegada [OaHHbIX  WKGPYyeTcs C  NOMOLWbIO  OTKPbLITOrO  Krtoua,
npegocTaBnsaemMoro ceptugukaTtom 6esonacHoCTu.

14.2 TpeboBaHusA K KOHtUrypaumm

Browser requests a secure page by https://

Server sends certificate

il
-

Browser validates certificate

——and sends back message =

Server sends acknowle:lgr_nenl (ACK)

- =]
o startoac T
il

Encrypted data transfer between
'™

"~ | -

B atom naparpade nepeuncrneHbl HeobXxoaumble YCroOBUSA AN HACTPOWKW W/vnu
MOHUTOPUWHra onepauni Ha KoMMyTaTopax, MCMOMb3YLWMX NAaTopMy ynpaBneHns.

¢ KomnbtoTep ¢ pazbemom (USB) RS-232 n ceTteBon kapTon

e [lporpammHoe obecrnevyeHne amynaTopa TepMuHana, noaaepXxveaiollee
nocnegosatenbHbln nopT (PuTTY, MobaXterm u T.n.)
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e [MlapameTpbl NocnegoBaTeNbHOro NOpTa, yKasaHHbIe HUXE:
- CkopocTb nepegaym gaHHbix 115200 604
- BuT gaHHbIX: 8 OUT
- Cton 6uT: 1 6uTt
- YnpasrieHre noToKoM: 3anpeLleHo
- buT YeTHOCTHU: HeT.

14.3 Hactpouka HTTPS

MpoTtokon HTTPS BkntoyeH no ymonyaHuio. Beb-6paysep MoxeT nony4ntb JOCTYN K
KoMMyTaTopy no agpecy https://192.168.1.254 (ato IP-agpec kommyTaTtopa npu 3aBOACKUX
HacTponkax). B aTom naparpade npuBeneHbl pekoMmeHaauum no n3aMeHeHnio KoHdurypaumm
ANA 3arpy>KeHHOro KOMMyTaTopa C UCMOMNb30BaHNEM HACTPOEK MO YMOMYaHUIO.

HacTtpounku HTTPS no ymonyaHuio u HactpaMBaeMbIi AMana3oH 3Ha4YeHUN.

B Tabnuue npmeeneHbl noapobHble cBeaeHnsa o HacTponkax HTTPS no ymonuaxuio n
HacTpanmBaeMoOM AnanasoHe 3HadeHun. CBedeHWA OalTCHA Ha aHIMUUCKOM A3blKe, KakK 3TO
npeactaeneHo B CLI.

Configuration Default Value Configurable Value
Mode Enable Enable, Disabled
Automatic Redirect Disabled Enable, Disabled
Certificate Maintain None None, Delete, Upload, Generate
Certificate Algorithm RSA RSA
PassPhrase None A string pattern
Certificate Upload Browser Web Browser, URL
Certificate Status N/A Non-configurable

Defaul Value — HacTpoyku no ymonyaHuio.
CoTtawgurable Value — HacTpavBaeMbIi Ananas3oH 3HaYEeHUM.

Hactporika HTTPS - 3T0 MHOroctyneH4aTtbI NpoLecc, Kak OnnmcaHo Bbille.

BkntoyeHne HTTPS

Bongute B pexunm oben KoHpurypaumn.
# con ter

(config)#

Bkntounte HTTPS

(config)# ip http secure-server
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https://192.168.1.254/

Tenepb pexum HTTPS BknoueH n Gpaysep MoOXeT 3anpawmBaTth 3aLUULLEHHbIE
AaHHble no npoTtokony https://

ABTOMaTM4YecKoe nepeHanpaBsneHne Beb6-6paysepa B pexum HTTPS
Bongute B pexum oben KoHdurypaumn.

# con ter

(config)#

Bkntounte aBTomMaTMyeckoe nepeHanpasreHue.

(config)# ip http secure-redirect

ABTOMaTU4YecKoe nepeHanpasneHve 6pay3sepa BKMHOYEHO.

Co3aaHune HoBoro ceptucukarta AnAa 3aMeHbl TEKyLLEro
Ecnn xotute yoanutb ceptudukar:

Beikntounte HTTPS

(config)# no ip http secure-server

Ypanunte ceptudpukat HTTPS

(config)# ip http secure-certificate delete
CepTudumkat yoanéH.

Ecnn xotute 3ameHnTb cepTudumkart:

Boikntounte HTTPS

(config)# no ip http secure-server

CreHepupynte HTTPS-cepTtudumkaT ¢ nomowpso RSA nnn DSA

CreHepupoBaTb cepTudukat C nomowbo anropytma RSA MOXHO crefylowwmm
obpasom:

(config)# ip http secure-certificate generate RSA

nnn

CreHepupoBaTtb cepTudumkaT ¢ nomoLwbio anroputma DSA.
(config)# ip http secure-certificate generate DSA

Ceptudukat HTTPS creHepupoBaH.

3arpy3ka CTOpOHHero cepTudukaTa Ans 3aMeHbl TEKyLUero
Beikntounte HTTPS
(config)# no ip http secure-server

3arpyauTte ceptudukat ¢ cepepos tftp nnu http, HUxe npueBeneH npumep 3arpysku
MMEHOBaHHOI0 CTOPOHHEro cepTudumkara:

(config)# ip http secre-certificate upload\
tftp://10.0.0.123/https_server certificate.pem
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HoBbI cepTudmKaT 3arpyxeH.
OGpaTtnTe BHUMaHue!

Heobxoammo Bbikmounte HTTPS nepea 3arpyskon, co3gaHuem wnu yaaneHvem
cepTtudukaTa. Bknounte HTTPS nocne 3aBeplueHns npouecca.
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NMPUNOXEHUE 1. YCUIIEHUE BE3OINACHOCTHU
KOH®PUT'YPALIUA

NMopaBneHue wtopma

Puckn. KommyTtatop nonyyaet Bce operMbl JaHHbIX B CErMEHTe CeTu, 3arnoMmHaeT
ncxogHole MAC-agpeca BO dpenmax [aHHbIX, co3gaeT Tabnuuyy MAC-agpecoB wu
COXpaHsieT COOTBETCTBYWOLWY B3aumMocBasb Mexay MAC-agpecamn u noptamu. [Ons
Nnosly4eHHbIX (PperiMoB aHHbIX, ecnu KommyTaTtop MoxeT Hantn MAC-agpec Ha3HayeHus B
Tabnuue MAC-agpecoB , OH nepeagpecyeT Kagpbl Ha ypoBeHb 2 Ha ocHoBe MAC-agpeca
Ha3Ha4vyeHus, Takum obpasom wusonupya konnuamo. Ecnm agpeca HasHayeHuss HeT B
Tabnnue MAC-agpecoB, KOMMyTaTOp OTNPaBUT LUMPOKOBELLATENbHYIO PacCbhifiky Ha BCe
nopTbl, KPOME MPUHUMAIOLLIETO, YTO MOXET NMPUBECTU K LUMPOKOBELLaTENbHOMY LUTOPMY B
ceTu.

PeweHne. B 6GonblWKMHCTBE CLUEHapMEB WCMNONb30BaHMA CeTEN YpPOBHA 2
ofHOaApecHbI TpaduKk JOMmMKeH BbITb HaMHOro Gonblue LIMPOKOBELLATENBHOrO, YTO Takxke
ABNSETCA HeoOXOAUMbIM YCNOBMEM A1 UCMOMb30BaHUA KOMMYyTaTtopoB B cetu. OgHako,
€eCnn LUMPOKOBELLATENbHbIA TpaduK HE OrpaHUYeH, TO NPU Hanu4mMmM GOMbLIOrO KOnMyecTBa
LUMpOKOBeLLaTenbHOro Tpaguka oH dyaeT 3aHMMaTb GOMbLUYIO MOMOCY NPONYCKaHUSA CeTW,
YTO NPUBEOET K CHUXEHUIO MPOU3BOAUTENBHOCTU CETU U Jaxe rnpepbiBaHuO cBA3W. Ecnu
reHepupyemMbli LUMPOKOBeLaTeNbHbI TpadduK OrpaHMyYeH B KOMMyTaTope, 3TO BCe pPaBHO
MOXeT rapaHTUpoBaTb, YTO YCTPOMCTBO CMOXET OCTaBUTb YaCTb MOMOCHI NPONYCKaHUA Ois
0ObIYHOM OAHOAApPECHOW Mepeagpecauun npyu Pe3koM YBENMYEHUWN LUMPOKOBELLATENbHOro
Tpaduka.

Mpumep KoHUrypaummn. YCraHoBUTE 3HaYeHUEe NogaBrieHns LWNPOKOBELLLATENbHON,
MHOroagpecHon n HeM3BeCTHOW 04HOaAPECHOM pacChifikn paBHbIM 16 kfps.

(config)# qos storm broadcast fps 16

(config)# qos storm multicast fps 16

(config)# qos storm unicast fps 16

CoxpaHuTe KOHuUrypaumio:

(config)# exit

# copy running-config startup-config
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OrpaHnyeHue coobLeHUn Ha UeHTpanbHbIU npoleccop

Pucku. B HekOTOpbIX Cnyyasx B CeTM MOSBNAOTCA NETNN, YTO B CBOK OYepenb
BbI3blBaeT 6OMbLLIOE KONMYECTBO COOBLLEHNI NPOTOKOOB, KOTOPblE HEOBXOAMMO OTNPaBUTb
B LUEHTpanbHbii npoueccop Ana o6paboTkn, HEeKoTopble W3 KOTOPbIX SABMASKOTCA
coobLieHns MM O BPEOOHOCHbIX atakax Ha LUeHTpanbHbii npoueccop. OTO NpuBOAUT K
BbICOKOW 3arpy3ke LIeHTparibHOro npoLeccopa, CHUKEHUIO NPOU3BOAUTENBHOCTU U BNUSAET
Ha paboTy 06bl4HbIX cnyx6. JTaBMHOOGpPa3HbIA POCT COOOLLEHNI O BPEOOHOCHbLIX aTakax Ha
LeHTpanbHbIA NpoLEeccop NPMBOAMUT K Neperpy3ke LeHTpanbHOro npoueccopa, YTo MOXeT
NPUBECTN K NpepbiBaHMIO paboTbl CUCTEMBI.

PeweHue. YctaHoBUTe (punbTp Ha nocTynarowme COobLLEHUA U OrpaHNyYMBanTeE MX
CKOPOCTb, YTOObI M3bexaTb neperpysku npoueccopa. OTbpackiBanTe CoobLLEHNSA, KOTOPbIE
He COOTBETCTBYIOT NpaBuiam, 1 orpaHn4MBanTe CKOPOCTb COOBLLEHNA NPOTOKOMA, KOTOpble
COOTBETCTBYIOT MnpaBusiam uHTepdenca npoueccopa (TakuM Kak OrpaHuyYeHue CKOpOCTU
nopta W OrpaHW4YeHMe CKOPOCTU YpOBHA odepeaun). B 1O Xe Bpema ACL wmoxer
MCNonb30BaTbCs ANA TOYHOMO YMPaBfEHUS HEKOTOpPbIMM  MOTOKaMM  crneumanbHbIX
NpoTOKOMOB, o6ecneunBas TeM cambiM 06paboTKy NPoOLECCOPOM OObIYHBLIX CEPBUCOB.

Mpumep koHdurypaumn. COOTBETCTBYHOLLEE YNpaBrieHNne CKOPOCTbID U MOTOKOM
AaHHbIX NO YMOJSIYaHUIO HACTPoeHo Ha uHTepdbence LM n ero 8 odvepensx ¢ noOMoLLbHO
coobuieHnn, nepegasaembix LM, n pyyHaa HacTponka He TpebyeTcs; [na coobuweHni no
npotokonam wudpoBaHms n gewmndpoBanuna (HTTPS, SSH u 1.4.), koTOpble TpebytoT OT
LM BbINONHEHUS OOMOMHUTESbHBLIX BbIYUCIIEHUA C BbICOKOW Harpyskow, YynpasreHue
Tpadmkom MOXeT GbITb BbinonHAeTcs Yepes ACL.

HacTpolite ckopocTb cpabaTbiBaHUA orpaHndmntens ckopocTtu ot 1 go 500 pps.

(config)# access-1list rate-limiter 1 pps 500

To ecTb cenyac Mbl yCTaHOBWUIIM OrpaHUYEeHne CKOpocTu nepegaym naketos o 500 B
CeK.

(config)# access-list ace 1 frame-type ipv4-tcp dip

192.168.1.254/32 dport 443 rate-limiter 1

CoxpaHuTe KOHuUrypaumio:

(config)# exit

# copy running-config startup-config
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OrpaHnyeHue ypoBHS yrpaBreHus nosfib3oBaTeneun

Pucku. [Ona  noBbllueHMss  COBMECTMMOCTM UK ygoGCTBa  ynpaBneHus
nonb3oBaTenbckasd obnactb U obnactb ynpaBneHUss KOMMYTaTOPOM MO YMOSYaHUO He
n3onuvpoBaHbl Apyr ot gpyra. [Nonb3oBatenu MOryt BXoOuUTb B CUCTEMY W YNpaBnATb
yCTponcTBamMu 4epe3 nonb3oBatenbcTkmni uHTepdenc CLI, yTo 06bekTMBHO yBENUYMBaET
BEPOATHOCTb aTaku, W 3MOYMbIWSIEHHUKM MOrYT Ferko MonbiTaTbCs aTakoBaTb YPOBEHb
ynpaBneHusi Yepes CepPBUCHbIN UHTEpdENC.

PeweHune. AOMUHUCTPATOP MOXET U30NMpoBaTb YPOBEHb NONb3oBaTeNsl U YPOBEHb
ynpasneHusi, Hactpoe ACL Onsi 3almTbl YPOBHS yNpaBneHUst oT BHELLHMX aTak.

Mpumep koHdurypaummn. WN3onauma mexay BHYTPUMNOSIOCHBIM YyrpaBfeHUeEM WU
NoNb30BaTENbCKON NIOCKOCTbIO MOXET ObITh peanu3oBaHa ¢ NOMOLLbO KoHdurypauum ACL:
e [Ina VLAN BHYyTpPMMNOMNOCHOro ynpaBneHus: JOCTyNn paspeLleH TOSbKO K AJaHHbIM
ynpaenenus (HTTPS, SSH, SNMP) nytem Hactpowkn 3anucen ACL, B TO
BpeMsi KaK K ApYrMM AaHHbIM JOCTYN 3arnpeLLeH.
e [Ina nonb3oBaTenbckon fiokaneHon cetn VLAN: HacTponTe 3anucn ACL Takum
obpasom, 4yTobbl 3anpeTuTb nonb3oBatento VLAN gocTtyn K ynpaBnsiowuvm
AaHHbIM ycTponcTtea (HTTPS, SSH, SNMP).
Hanpumep: ypoBeHb ynpasnenus - VLAN 1, IP-agpec ana ynpaBneHus ycTpomucreamu
- 192.168.1.254, a ypoBeHb nosnb3osaTtens - VLAN 2.
e BoinonHute cnegywowme HacTpovku no nopagky: Hactpounte VLAN 1 ansa
AocTtyna K yctponctsam no npotokony HTTPS
Hactponte VLAN 1 pgna pgoctyna K ycTpouctBaMm Mo npoTokony SSH A
HactpouTte VLAN 1 ana goctyna K yctponcteam no npotokony SNMP.
Hactpownte gpyrue gaHHole VLAN 1 ansa goctyna k yctporctBam 6e3 goctyna.
Hactponte VLAN 2 Tak, 4ToGbl AOCTYN K YCTPOWCTBAM HE OCYLLUECTBASANCA Mo
npotokony HTTPS.
Hactponte VLAN 2 Tak, 4ToGbl AOCTYN K YCTPOWCTBAM HE OCYLLUECTBASANCA Mo
npoTokony SSH.
e Hactponte VLAN 2 Tak, 4tobbl JOCTYN K YCTPOWCTBaAM He OCYLLECTBNANCA MO
npotokony SNMP.
CoxpaHute KoHUrypaumto

(config)# access-list rate-limiter 1 100kbps 5

(config)# access-list ace 1 next 2 vid 1 frame-type ipvéa-tcp

dport 443

(config)# access-list ace 2 next 3 vid 1 frame-type ipvéa-tcp
dport

22
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(config)# access-list ace 3 next 4 vid 1 frame-type ipv4-udp
dport

161

(config)# access-1list ace 4 next 5 vid 1 action deny

(config)# access-list ace 5 next 6 vid 2 frame-type ipv4-tcp dip
192.168.1.254/32 dport 443 action deny

(config)# access-list ace 6 next 7 vid 2 frame-type ipv4-tcp dip
192.168.1.254/32 dport 22 action deny

(config)# access-list ace 7 vid 2 frame-type ipv4-udp dip
192.168.1.254/32 dport 161 action deny

(config)# exit

# copy running-config startup-config

O6patute BHMMaHue! B cootBetcTtBuUM c npuoputetom ACL, mecTtononoxeHue
3anucu, 3anpewatowien goctyn no VLAN 1, JomkHO pacnonaratbCsa nocre Bcex NpoTOKOMoB
HTTPS, SSH n SNMP, paspewatowmx goctyn no VLAN1.

SNMP

Puckn. Ncnonb3yemble NpoOTOKOSbI YyNpaBneHns nepegaden oTKpbITOro TekcTa, Takue
kak SNMPv1 n SNMPv2, conpsiXeHbl C pUCKOM yTeYKn MHGopMaLmu.

Pewenue. Wcnonb3synte 6e30onacHbii NPOTOKON YyNpaBfeHuMs C LWngpoBaHmeM
SNMPv3.

Be3onacHasa KoHdurypauus. SNMP - 3TO npoTokon, uCnonb3yembln Ans
ynpaBneHusi ceteBbiMu anemeHTamu. B kommyTaTope «[lMpodulinioc» B HacTosiLee Bpems
nogaepxusaetca Tonbko Bepcna SNMP  v3. SNMPv3 nopoepxvBaeT MexaHW3m
6esonacHoctn USM (User-based Sequrity Model). Bbnarogaps ayTeHTudumkaumum u
LWNPPOBAHUIO KOMMYHUKALMOHHBIX AaHHbIX SNMP v3 MoxeT npenoTBpaTUTb MacCKUpPOBKY,
nogdenky wn yrteuky coobuweHun. [lo coobpaxeHusam 6Ge3onacHOCTM peKoMeHayeTcs
HacTpOUTb ayTEHTUMPUUUPOBAHHBLIX W 3aMGPOBaHHbLIX Mofib3oBaTenien Bepcun 3 U
NCrnonb3oBaTh WNGpPOBaHNe ayTeHTUMUKauum Bepcum 3 Ana ynpasrieHns KOMMyTaTtopamu.
MpaBa pocTyna nonb3oBaTenen orpaHudeHbl nytem npueaskm Kk ACL u MIB «
nosnib3oBaTesnism.
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O6patute BHuMaHue! [QnvHa napona ayTeHTUdMKaUMW [0IKHA COCTOATb M3 8
CMMBOSIOB M Goree, Kyaa OOMKHbI BXOAUTb ABe unu Gonee 3arnaBHble ByKBbl, CTPOYHbIE
6ykBbl, UMdpPbI U cneunanbHble CUMBOIbI (# & @ 1 T.N.).

Mpumep KoHdUrypauumu.
War 1 Cospgante nonb3oBaTtens V3 user1; YcraHoBute pexum ayteHTugpukaumm MDS
n naponb ayteHTudmkauum adminl23; YcraHoBuTe pexum wmdpoBaHua AES n naponb

KOHMaeHumanbHocTn admin345

mydevice(config)# snmp user user2 engine-id 800007e50171000003
md5 priv aes

War 2 Co3panTte rpynny nons3osatenen V3:
(config)# snmp security-to-group model v3 name userl group

groupl

LWar 3 Co3panTte BuA y3na view 1.
(config)# snmp view viewl .1.3.6.1 include

LLar 4 HactponTe npeacrasneHne goctyna rpynnsl nons3osatenen Va3:
(config)# snmp access groupl model v3 level priv read viewl
write viewl

LWar 5 CoxpaHuTe KOHUrypauuo

(config)# end

# copy running-config startup-config
Building configuration...

% Saving 5615 bytes to flash:startup-config
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ACL

CLI

DHCP

DDMI

MOTD
NTP
UDP
uTC
NAK
MK

Mo
L

NMEPEYEHb COKPALLEHUA

CMUCOK NpaswuI, 3anpeLuarLwmx Unm paspeLuarLmx crnonb3osaHmne
pecypcoB CeTu: JOCTYNa K UHTEPHETY, TenedoHn, BUAEOCBA3N U T.4.
(Access Control List).

nHTepdgenc komaHgHon ctpokm (Command Line Interface)

NpoToKON npuknagHoro yposHa mogenu TCP/IP, cnyxuT onsa HasHavyeHus
IP-agpeca knneHty (dinamic Host Configuration Protocol)

umdposon MoHUTOPUHr MHTepdenca (Digital Diagnostic Monitoring
Interface)

GaHHep BXxo4a B CMCTEMY T.H. «coobueHne gHA» message of the day
npoTokon ceTeBoro BpemeHu (Network Time Protocol)

NpoToKos nonb3oBaTtenscknx gatarpamm (User Datagram Protocol)
BcemupHoe koopamHupoBaHHoe BpeMs (Mo 'puHBUYCKOMY MepuanaHy)
nporpamMmHo-anmnapaTHbI KOMMMEKC

nepcoHarbHbIN KOMNbIOTEP

nporpammHoe obecneyeHune
LleHTpanbHbIA NpoLeccop

111



	ПРЕДИСЛОВИЕ
	i. НАЧАЛО РАБОТЫ
	1.1   Подключение к коммутатору через порт «Консоль»
	1.2   Вход в систему и возврат к заводским настройкам
	1.3   SSH
	1.4   Назначение имени хоста и пароля администратора
	1.5   Использование DHCP и назначение IP-адреса в VLAN 1
	1.6   Установка статического ARP
	1.7   Просмотр и сохранение конфигурации во флэш-памяти

	II. ОСНОВЫ CLI
	2.1
	2.2   Структура и синтаксис команд
	2.2.1 Структура
	2.2.2 Синтаксис
	2.2   Имя и нумерация Ethernet порта
	2.3   Использование «горячих клавиш» в CLI
	2.2.3 Основные команды для редактирования строк
	2.2.4 История команд
	2.2.5 Контекстно-зависимая справка
	2.2.6 Длинные строки и разбивка на страницы
	2.4   Фильтрация выходных данных команд
	2.5   Понятия режима и подрежима
	2.5.1 Использование команды <do> в подрежиме
	2.5.2 Транзит режимов в CLI
	2.6   Понятие уровня привилегий
	2.6.1 Настройка уровня привилегий
	2.7   Параметры терминала

	III.  НАСТРОЙКА СИСТЕМЫ
	3.1   Шаблон конфигурации
	3.2   Сброс или удаление конфигурации с помощью формы «no».

	IV. УПРАВЛЕНИЕ ПОЛЬЗОВАТЕЛЯМИ
	4.1   Добавление, изменение и удаление пользователя
	4.2   Настройка уровня привилегий
	4.3   Просмотр пользователей

	V. ИСПОЛЬЗОВАНИЕ КОМАНД «SHOW»
	5.1   Список всех команд <show>
	5.2   Использование контекстно-зависимой справки для поиска
	5.3   Отображение текущей конфигурации

	VI. РАБОТА С ФАЙЛАМИ КОНФИГУРАЦИИ
	6.1   Возврат к конфигурации по умолчанию
	6.2   Использование файлов конфигурации
	6.3   Использование команд перезагрузки
	6.4   Работа с образами программного обеспечения
	6.5   Обновление версии ПО

	VII. ФУНКЦИОНАЛ СИСТЕМЫ
	7.1   Информация о системе
	7.2 IP
	7.3 Синхронизация часов NTP
	7.4 Часовой пояс
	7.5 Log-файл

	VIII. УПРАВЛЕНИЕ ПОРТАМИ
	8.1 Конфигурация порта
	8.2 DDMI – цифровой мониторинг интерфейса
	8.3 Релейная сигнализация отказов

	IX. SNMP
	9.1 Команды для просмотра параметров SNMP
	9.2 Настройки SNMP

	X. Настройка статической маршрутизации
	10.1 Традиционные сети
	10.2 Использование коммутатора с VLAN
	10.3 Настройка маршрутизации

	XI. VLAN
	11.1 Создание и удаление VLAN
	11.2 Присвоение имени VLAN
	11.3 Настройка портов в VLAN
	11.4 Порт VLAN и PVID
	11.5 Входная фильтрация
	11.6 Разрешенные VLAN
	11.7 Запрещенные VLAN
	11.8 Просмотр статуса VLAN

	XII. DHCP
	12.1 DHCP сервер
	12.2 DHCP снупинг
	12.3 Ретрансляция DHCP

	XIII. настройка dhcp клиента
	13.1 DHCP клиент
	13.2 Статический IP-адрес
	13.3 DHCP адрес
	13.4 DHCP адрес с резервированием
	13.5 Отображение IP-адреса
	13.6 Сохранение текущей конфигурации во флэш-память

	XIV. настройка https
	14.1 Понятие HTTPS
	14.2 Требования к конфигурации
	14.3 Настройка HTTPS

	приложение 1. усиление безопасности конфигурации
	Подавление шторма
	Ограничение сообщений на центральный процессор
	Ограничение уровня управления пользователей
	SNMP

	ПЕРЕЧЕНЬ СОКРАЩЕНИЙ

